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Executive Summary

An audit request should start with a question, a population, and a period. “Who changed a vendor bank field?”
asks for record change history. “Who approved the resulting payment?” asks for an approval record and a test
of its design and operation. A NetSuite change log may answer the first question while leaving the second
open. The distinction matters because audit evidence must be relevant, accurate, and complete for its
intended use, and a control conclusion needs more than an inquiry or a log entry. (pcaobus.org) (pcaobus.org)
(www.aicpa-cima.com) (www.isaca.org)

NetSuite audit logs for audit evidence are a family of sources. The Transaction Audit Trail reports
transaction history; a record-type Audit Trail searches System Notes for one record type; a general System
Note search spans supported record types. System Notes v2 is a separate system with its own coverage and
search path. Login Audit Trail concerns authentication, the Transaction Numbering Audit Log concerns
assigned numbers, and deletion evidence depends on the analytics data source and record type. The matrix
below routes eight common questions to these sources. Oracle explicitly distinguishes the transaction report
from general System Note searches. (docs.oracle.com) (docs.oracle.com)

The practical output is a reproducible evidence packet: request wording, source, filters, period and time
basis, exporting role, raw export, population tie-out, exceptions, reviewer, and a conclusion limited to what the
data show. The Public Company Accounting Oversight Board (PCAOB) directs auditors to test the accuracy
and completeness of company-produced information and to document the purpose, source, and conclusion of
audit work. The Institute of Internal Auditors (IIA) emphasizes work that another competent person could
repeat. These sources inform the packet design; an auditor decides what evidence is sufficient for the
engagement. (www.theiia.org) (www.aicpa-cima.com)

There are specific traps as of September 2026. A System Notes v2 view can default to the last 30 days, which
is a display filter rather than a stated retention period. Workflow execution logs are deleted every 60 days;
script-log availability depends on the retrieval surface. The Script Execution Logs page shows 30 days of logs,
while Execution Log subtab and Server Script Log search results can be purged earlier under shared storage
limits. (Oracle: Script Execution Logs) A missing row can reflect source coverage, permissions, filter settings,
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https://pcaobus.org/oversight/standards/auditing-standards/details/AS1105#:~:text=Test%20the%20accuracy%20and%20completeness%20of%20the%20information
https://pcaobus.org/oversight/standards/auditing-standards/details/AS2201#:~:text=the%20control%20is%20operating%20as%20designed
https://www.aicpa-cima.com/news/article/8-things-to-know-about-the-audit-evidence-standard#:~:text=accuracy%2C%20completeness%2C%20authenticity%20and%20whether%20it%E2%80%99s%20susceptible%20to%20management%20bias.
https://www.isaca.org/resources/glossary#:~:text=Audit%20evidence%20is%20sufficient%20if%20it%20is%20adequate%2C%20convincing
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N556825.html#:~:text=The%20audit%20trail%20provides%20information%20about%20the%20transaction%2C%20who%20entered%20the%20transaction
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_4031815869.html#:~:text=NetSuite%20creates%20a%20deletion%20log%20for%20deletion%20instances%20of%20these%20records.
https://houseblend.io/articles/netsuite-audit-evidence-pack
https://www.theiia.org/globalassets/site/standards/editable-versions/globalinternalauditstandards_2024january9_editable.pdf
https://www.aicpa-cima.com/resources/download/order-to-cash-subledger-standard-audit-data-standards#:~:text=obtaining%20accurate%20data%20in%20a%20usable%20format%20following%20a%20repeatable%20process.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_4375937190.html
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or elapsed time. These periods should not be generalized to other NetSuite logs. The export and review
procedure should therefore be checked in a non-production account and refreshed after each release.
(docs.oracle.com) (docs.oracle.com) (docs.oracle.com) (nvlpubs.nist.gov) (www.cyber.gov.au)

Introduction and Background

A controller receiving an audit request often sees the word “audit trail” without an object or assertion. That
wording can send an administrator to a familiar report even when the auditor needs a different population. The
useful first step is to rewrite the request as a testable question: which object, which event, which people,
which period, and which assertion? A purchase order edit, an employee role assignment, and a login are
different events. Their records do not have interchangeable fields. Oracle describes the transaction audit trail
as a transaction history report, while the record-type trail is a search over System Notes for a selected record
type. (www.aicpa-cima.com)

This report is for controllers, Sarbanes-Oxley (SOX) and information technology general control (ITGC)
owners, internal auditors, external-audit coordinators, and NetSuite administrators. It treats a log as
observational evidence. A row can identify an event and actor in the source system, subject to scope and
access checks. It does not alone show that an independent person approved the event, that the population is
complete, or that a control operated consistently. PCAOB guidance separates the reliability of company-
produced information from conclusions about operating effectiveness. (pcaobus.org) (www.isaca.org)

Houseblend describes NetSuite compliance work that includes roles, approval logic, audit trails, and internal
controls. That perspective is relevant to designing repeatable searches and review procedures, but the native
evidence sources discussed here are Oracle NetSuite features. The consultancy also describes saved
searches and role reviews as part of ongoing monitoring. (www.houseblend.io) (www.houseblend.io)

The product paths below are documentation paths, not account-tested instructions. Menus, available
fields, permissions, record coverage, and exports must be confirmed in a current non-production account using
the same role that will produce the packet. The report avoids an assumed universal retention period. The
Australian Cyber Security Centre ties log retention to risk assessment, and NIST ties it to the applicable
records-retention policy in its scoped guidance. Neither statement establishes a NetSuite-wide duration.
(www.cyber.gov.au) (nvlpubs.nist.gov) (csrc.nist.gov)

Evidence Taxonomy: Match the Event to the Source

Transaction history and record changes

The Transaction Audit Trail is the transaction-centered report. Oracle describes a history of transactions
entered in NetSuite, with the actor and creation or modification time. It is a useful starting point for a journal,
bill, invoice, payment, or similar transaction question. The record-type Audit Trail narrows a System Note
search to a selected record type. A general System Note search is appropriate when the question spans a
record class or requires filters such as user, role, date and time, change type, field, old or new value, or
context. Oracle's general search is at Reports > New Search > System Note.
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https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_159499608205.html#:~:text=By%20default%2C%20the%20time%20interval%20is%20set%20to%20the%20last%2030%20days.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N2788150.html#:~:text=for%20a%20state%20on%20a%20record.%20Deleted%20every%2060%20days.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N3352137.html#:~:text=User-generated%20logs%20are%20purged%20after%2030%20days.
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/800-171r3/NIST.SP.800-171r3.html#:~:text=Retain%20audit%20records%20for%20a%20time%20period%20consistent%20with%20the%20records%20retention%20policy.
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-for-event-logging-and-threat-detection#:~:text=Log%20retention%20periods%20should%20be%20informed%20by%20an%20assessment%20of%20the%20risks
https://www.aicpa-cima.com/news/article/8-things-to-know-about-the-audit-evidence-standard#:~:text=accuracy%2C%20completeness%2C%20authenticity%20and%20whether%20it%E2%80%99s%20susceptible%20to%20management%20bias.
https://pcaobus.org/oversight/standards/auditing-standards/details/AS1105#:~:text=Test%20the%20accuracy%20and%20completeness%20of%20the%20information
https://www.isaca.org/resources/glossary#:~:text=Audit%20evidence%20is%20sufficient%20if%20it%20is%20adequate%2C%20convincing
https://www.houseblend.io/services/netsuite-compliance#:~:text=Houseblend%20provides%20NetSuite%20compliance%20services%20for%20companies%20that%20need%20stronger%20roles%20and%20permissions
https://www.houseblend.io/services/netsuite-compliance#:~:text=We%20support%20the%20use%20of%20saved%20searches%20and%20role%20reviews
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-for-event-logging-and-threat-detection#:~:text=Log%20retention%20periods%20should%20be%20informed%20by%20an%20assessment%20of%20the%20risks
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/800-171r3/NIST.SP.800-171r3.html#:~:text=Retain%20audit%20records%20for%20a%20time%20period%20consistent%20with%20the%20records%20retention%20policy.
https://csrc.nist.gov/pubs/sp/800/92/final#:~:text=developing%2C%20implementing%2C%20and%20maintaining%20effective%20log%20management%20practices%20throughout%20an%20enterprise.

Houseblend

System Notes v2 deserves a separate decision. Oracle says NetSuite has two change-tracking systems. The
v2 record view offers date and text filters and exposes headings such as user, role, context, action, object, and
values, but Oracle says v2 tracks significant changes only and does not currently log general company setting
changes. The supplied v2 workbook has specific supported records and a default date criterion. It should not
be treated as a universal replacement for original System Notes. Attribution caveat: In the v2 User field, an
inactive user is represented by the oldest active administrator-user; managed-bundle activity identifies the user
who installed the bundle. Corroborate identity before concluding who performed a historical change from the
displayed User value alone. (Oracle: Viewing System Notes v2)

Authentication, numbering, deletion, and automation

The Login Audit Trail answers a session or authentication question. Oracle locates it at Setup > Users/Roles

> View Login Audit Trail and says it captures the IP address at the beginning of a session. An advanced search
can expose status, address, role, request URI, and related fields, depending on the selected result columns. It
does not identify who changed a bill merely because the actor logged in. (cheatsheetseries.owasp.org)

The Transaction Numbering Audit Log is for sequence questions. Oracle says it includes numbers
associated with standard and custom transactions that were deleted or never created. A gap in displayed
transaction numbers is therefore a prompt to inspect the numbering log, not proof that a transaction was
deleted. Conversely, the numbering log is not a substitute for a record-change trail or an approval record.
(pcaobus.org)

Deleted-record evidence follows a branching path. Oracle lists record types for which deletion instances
create a log. For records using the old data source, a Deleted Record search is available at Reports > New
Search. For the new analytics data source, Oracle describes a SuiteQL query of deletedRecordInConnect
and a NetSuite Analytics Warehouse feature dependency. An administrator should establish the record type
and data source before promising a deletion export.

Workflow history and execution logs answer different automation questions. The workflow definition History
subtab records revisions; an execution log tracks actions and transitions for a state visit when logging is
configured. Oracle states that workflow execution logs are deleted every 60 days. Script Execution Logs have
their own page and purge behavior. These troubleshooting records can help explain automation context, but
an event recorded by a workflow or script is not itself evidence that the business approval rule was
appropriate.

Question-to-Evidence Decision Map

Begin by classifying the request: a record mutation goes to the relevant System Notes route; a transaction
lifecycle question goes to Transaction Audit Trail; a session question goes to Login Audit Trail; a sequence
guestion goes to Transaction Numbering Audit Log; and an automation question needs workflow or script
evidence plus the resulting record trail. If a question asks whether a control worked, add the control definition,
population and sample method, reviewer record, and exception disposition. PCAOB AS 2201 distinguishes
testing operation from observing the existence of a control. (pcaobus.org) (pcaobus.org) (www.aicpa-
cima.com)
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https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html#:~:text=the%20event%20timestamp%20may%20be%20different%20to%20the%20time%20of%20logging
https://pcaobus.org/oversight/standards/auditing-standards/details/AS1105#:~:text=Test%20the%20accuracy%20and%20completeness%20of%20the%20information
https://houseblend.io/articles/netsuite-deleted-record-sync-reconciliation
https://pcaobus.org/oversight/standards/auditing-standards/details/AS2201#:~:text=the%20control%20is%20operating%20as%20designed
https://pcaobus.org/oversight/standards/auditing-standards/details/AS1105#:~:text=Test%20the%20accuracy%20and%20completeness%20of%20the%20information
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Table 1 is an intake form to complete before running a search. A signed request and stable criteria make later

reproduction easier. PCAOB documentation guidance identifies purpose, source, preparer, reviewer, and
conclusion; IIA guidance similarly expects another competent person to be able to repeat the work.

(www.theiia.org) (www.isaca.org)

Intake field
Auditor question
Population and
assertion

Period and time basis

Object and identifiers

Candidate source and

role

Delivery and reviewer

Example entry

Who changed vendor bank details during the quarter?

Active vendors with relevant field changes; completeness and
authorization

Quarter start through quarter end, inclusive; account time zone

recorded

Vendor internal ID and selected bank-field identifier

System Note search; documented export role

CSV plus criteria capture; controller review

Why it matters

Separates a field edit from payment

approval.

States what the export must cover.

Makes boundaries reproducible.

Supports a tie-out to the record

population.

Prevents a partial view caused by

access.

Preserves data and signoff separately.

The form is deliberately specific about time basis. OWASP distinguishes event time from logging time, and the

Australian Cyber Security Centre recommends consistent date-time formatting across systems. A date-only
export that silently crosses a time-zone boundary can misstate the population. (cheatsheetseries.owasp.org)

(www.cyber.gov.au) (cloudsecurityalliance.org)

Table 2 maps frequent requests to a first source. “Available fields” lists fields to validate for the account and

record, not a guarantee that every record exposes them. “Unknown” means Oracle's cited page did not
establish the item. The citation in the Oracle source column is the product basis for that row.
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https://www.theiia.org/globalassets/site/standards/editable-versions/globalinternalauditstandards_2024january9_editable.pdf
https://www.isaca.org/resources/glossary#:~:text=Audit%20evidence%20is%20sufficient%20if%20it%20is%20adequate%2C%20convincing
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html#:~:text=the%20event%20timestamp%20may%20be%20different%20to%20the%20time%20of%20logging
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-for-event-logging-and-threat-detection#:~:text=using%20the%20same%20date-time%20format%20across%20all%20systems
https://cloudsecurityalliance.org/blog/2025/07/28/implementing-ccm-cloud-security-monitoring-logging#:~:text=Use%20a%20reliable%20time%20source%20across%20all%20relevant%20information%20processing%20systems.
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https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N675070.html#:~:text=An%20audit%20trail%20is%20a%20search%20for%20system%20note%20records%20related%20to%20a%20selected%20record%20type.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N675070.html#:~:text=An%20audit%20trail%20is%20a%20search%20for%20system%20note%20records%20related%20to%20a%20selected%20record%20type.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N675070.html#:~:text=An%20audit%20trail%20is%20a%20search%20for%20system%20note%20records%20related%20to%20a%20selected%20record%20type.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N675070.html#:~:text=An%20audit%20trail%20is%20a%20search%20for%20system%20note%20records%20related%20to%20a%20selected%20record%20type.
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https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/bridgehead_4591976451.html#:~:text=shows%20changes%20to%20roles%20and%20global%20permissions%20assignments%20for%20the%20employee.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/bridgehead_4591976451.html#:~:text=shows%20changes%20to%20roles%20and%20global%20permissions%20assignments%20for%20the%20employee.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/bridgehead_4591976451.html#:~:text=shows%20changes%20to%20roles%20and%20global%20permissions%20assignments%20for%20the%20employee.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N324233.html#:~:text=It%20is%20available%20at%20Setup%20%3E%20Users%2FRoles%20%3E%20View%20Login%20Audit%20Trail.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N324233.html#:~:text=It%20is%20available%20at%20Setup%20%3E%20Users%2FRoles%20%3E%20View%20Login%20Audit%20Trail.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N324233.html#:~:text=It%20is%20available%20at%20Setup%20%3E%20Users%2FRoles%20%3E%20View%20Login%20Audit%20Trail.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N324233.html#:~:text=It%20is%20available%20at%20Setup%20%3E%20Users%2FRoles%20%3E%20View%20Login%20Audit%20Trail.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N324233.html#:~:text=It%20is%20available%20at%20Setup%20%3E%20Users%2FRoles%20%3E%20View%20Login%20Audit%20Trail.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N324233.html#:~:text=It%20is%20available%20at%20Setup%20%3E%20Users%2FRoles%20%3E%20View%20Login%20Audit%20Trail.
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The table is a routing aid, not a completeness certification. A search should be repeated with a permitted role

and cross-checked against the underlying transaction, master-data, or workflow population. For a journal

guestion, a general ledger tie-out may be necessary; for a vendor question, the vendor population may need
an independent listing. PCAOB guidance explicitly calls for testing company-produced information for accuracy

and completeness and for sufficient precision and detail. (www.aicpa-cima.com)
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https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_163584624721.html#:~:text=You%20can%20reference%20the%20deletedRecordInConnect%20table%2C%20which%20contains%20information%20for%20deleted%20records.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_163584624721.html#:~:text=You%20can%20reference%20the%20deletedRecordInConnect%20table%2C%20which%20contains%20information%20for%20deleted%20records.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_163584624721.html#:~:text=You%20can%20reference%20the%20deletedRecordInConnect%20table%2C%20which%20contains%20information%20for%20deleted%20records.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_163584624721.html#:~:text=You%20can%20reference%20the%20deletedRecordInConnect%20table%2C%20which%20contains%20information%20for%20deleted%20records.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_163584624721.html#:~:text=You%20can%20reference%20the%20deletedRecordInConnect%20table%2C%20which%20contains%20information%20for%20deleted%20records.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_163584624721.html#:~:text=You%20can%20reference%20the%20deletedRecordInConnect%20table%2C%20which%20contains%20information%20for%20deleted%20records.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N253418.html#:~:text=even%20for%20standard%20and%20custom%20transactions%20that%20were%20deleted%20or%20didn%27t%20get%20created.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N253418.html#:~:text=even%20for%20standard%20and%20custom%20transactions%20that%20were%20deleted%20or%20didn%27t%20get%20created.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N253418.html#:~:text=even%20for%20standard%20and%20custom%20transactions%20that%20were%20deleted%20or%20didn%27t%20get%20created.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N253418.html#:~:text=even%20for%20standard%20and%20custom%20transactions%20that%20were%20deleted%20or%20didn%27t%20get%20created.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N253418.html#:~:text=even%20for%20standard%20and%20custom%20transactions%20that%20were%20deleted%20or%20didn%27t%20get%20created.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N253418.html#:~:text=even%20for%20standard%20and%20custom%20transactions%20that%20were%20deleted%20or%20didn%27t%20get%20created.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N2788150.html#:~:text=for%20a%20state%20on%20a%20record.%20Deleted%20every%2060%20days.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N2788150.html#:~:text=for%20a%20state%20on%20a%20record.%20Deleted%20every%2060%20days.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N2788150.html#:~:text=for%20a%20state%20on%20a%20record.%20Deleted%20every%2060%20days.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N2788150.html#:~:text=for%20a%20state%20on%20a%20record.%20Deleted%20every%2060%20days.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N2788150.html#:~:text=for%20a%20state%20on%20a%20record.%20Deleted%20every%2060%20days.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N2788150.html#:~:text=for%20a%20state%20on%20a%20record.%20Deleted%20every%2060%20days.
https://www.aicpa-cima.com/news/article/8-things-to-know-about-the-audit-evidence-standard#:~:text=accuracy%2C%20completeness%2C%20authenticity%20and%20whether%20it%E2%80%99s%20susceptible%20to%20management%20bias.

Houseblend

Build a Reproducible Evidence Packet

Preserve the query, the population, and the export

A usable packet begins with the auditor's exact request and the preparer's interpretation of it. Record the
business process, the event, the field or transaction type, entity and subsidiary scope, inclusive dates, and the
requested assertion. Purchase-to-pay (P2P), order-to-cash (O2C), and general ledger (GL) requests should
not be grouped into a single export merely because they share a period. Keep an intake record for questions
that need the auditor to define whether the target is a change, approval, completeness, or access assertion.
The PCAOB's information-produced-by-the-company guidance explains why a technically correct query still
needs a completeness and accuracy assessment. (pcaobus.org) (www.aicpa-cima.com)

Capture the source configuration: exact report or saved-search name, criteria, result columns, role,
account/subsidiary, time zone, run time, and any visible record-type or feature setting. Save the raw export
and, when criteria do not travel with it, a screenshot of the filter screen. A screenshot is a supplement because
it does not contain the row population needed for sorting, recounting, and exception testing.
(www.archives.gov) AICPA audit data standards emphasize accurate data in a usable format through a
repeatable process; PCAOB documentation guidance calls for purpose and source to be clear. (www.aicpa-
cima.com) (pcaobus.org) (www.archives.gov)

Use a stable file name, for example 2026Q3_VendorBankChange_SystemNote_UTC_20261001_vO01.csv. Its
components identify period, object, source, time basis, extraction date, and version. The period and extraction
date are not interchangeable: a file produced after quarter end can still report quarter activity. Store the query
definition beside the export, not only inside a personal saved-search folder. OWASP notes that event and
logging timestamps can differ; Cloud Security Alliance calls for a reliable time source across relevant systems.
(cheatsheetseries.owasp.org) (cloudsecurityalliance.org) (www.cyber.gov.au)

Validate a population tie-out before sampling. Record the row count, filter boundaries, selected columns,
distinct record count, and totals where a financial amount is relevant. Reconcile to an independent source
appropriate to the question, such as a transaction listing or master-record listing. Investigate unexplained
differences instead of deleting rows for a cleaner file. The Financial Reporting Council's ISA (UK) 500 requires
consideration of the accuracy and completeness of entity-produced information; the U.S. PCAOB adds
whether it is sufficiently precise and detailed. These are scoped auditing standards, not product guarantees.
(media.frc.org.uk) (pcaobus.org) (www.aicpa-cima.com)

Finally, document review and disposition. Preserve who prepared the packet, who reviewed it, what
exceptions were identified, how they were resolved, and the conclusion's limit. For a public-company audit,
PCAOB documentation guidance identifies preparers and reviewers; IIA standards require internal auditors to
document information and evidence supporting engagement results. The same design is a practical internal
packet convention even when those standards do not directly govern the organization. (www.theiia.org)
(www.isaca.org)
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https://pcaobus.org/oversight/standards/auditing-standards/details/AS1105#:~:text=Test%20the%20accuracy%20and%20completeness%20of%20the%20information
https://www.aicpa-cima.com/resources/download/order-to-cash-subledger-standard-audit-data-standards#:~:text=obtaining%20accurate%20data%20in%20a%20usable%20format%20following%20a%20repeatable%20process.
https://www.archives.gov/records-mgmt/policy/electronic-signature-technology.html#:~:text=The%20integrity%20of%20a%20record%20refers%20to%20it%20being%20complete%20and%20unaltered.
https://www.aicpa-cima.com/resources/download/order-to-cash-subledger-standard-audit-data-standards#:~:text=obtaining%20accurate%20data%20in%20a%20usable%20format%20following%20a%20repeatable%20process.
https://www.aicpa-cima.com/resources/download/order-to-cash-subledger-standard-audit-data-standards#:~:text=obtaining%20accurate%20data%20in%20a%20usable%20format%20following%20a%20repeatable%20process.
https://pcaobus.org/oversight/standards/auditing-standards/details/AS1215#:~:text=purpose%2C%20source%2C%20and%20the%20conclusions%20reached.
https://www.archives.gov/records-mgmt/policy/electronic-signature-technology.html#:~:text=The%20integrity%20of%20a%20record%20refers%20to%20it%20being%20complete%20and%20unaltered.
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html#:~:text=the%20event%20timestamp%20may%20be%20different%20to%20the%20time%20of%20logging
https://cloudsecurityalliance.org/blog/2025/07/28/implementing-ccm-cloud-security-monitoring-logging#:~:text=Use%20a%20reliable%20time%20source%20across%20all%20relevant%20information%20processing%20systems.
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-for-event-logging-and-threat-detection#:~:text=using%20the%20same%20date-time%20format%20across%20all%20systems
https://media.frc.org.uk/documents/ISA_UK_500_Updated_September_2025.pdf
https://pcaobus.org/oversight/standards/auditing-standards/details/AS1105#:~:text=Evaluate%20whether%20the%20information%20is%20sufficiently%20precise%20and%20detailed
https://www.aicpa-cima.com/news/article/8-things-to-know-about-the-audit-evidence-standard#:~:text=accuracy%2C%20completeness%2C%20authenticity%20and%20whether%20it%E2%80%99s%20susceptible%20to%20management%20bias.
https://www.theiia.org/globalassets/site/standards/globalinternalauditstandards_2024january9.pdf
https://www.isaca.org/resources/glossary#:~:text=Audit%20evidence%20is%20sufficient%20if%20it%20is%20adequate%2C%20convincing

Houseblend

Worked example: a change is not an approval

Consider a hypothetical example in which an auditor asks, “Who changed vendor bank details and who
approved the next payment?” The first clause points to a vendor record audit trail or System Note search
filtered to the vendor, field, and period. Capture actor, role, date/time, context, and available before/after
values. The second clause requires the payment and its approval evidence under the configured process, plus
evidence that the approval was performed by the intended reviewer. The System Note row can support a
statement about a recorded field edit. It cannot by itself establish the approval of a separate payment. Oracle
documents the change-search filters; PCAOB AS 2201 describes operating effectiveness as a question of how
a control operated. (www.aicpa-cima.com)

If the field was populated by an integration or script, retain the context reported in the change history and then
inspect the relevant automation record or log. This is an investigative branch, not a reason to infer that the

automation authorized itself. If a workflow execution log is needed, confirm logging was enabled and preserve
it promptly because Oracle says those logs are deleted every 60 days. If the approval occurs outside NetSuite,

label the external record and its custodian in the intake; do not silently treat the NetSuite mutation as a

substitute.

Data Analysis and Evidence

There is no reliable public benchmark for the percentage of audit questions answered by a given NetSuite log,

and this report does not extrapolate one. The useful quantitative analysis is a source-coverage inventory

derived from Oracle's documented features. Table 2 has eight question rows, but they route to multiple source
families, and several rows need a second approval, population, or external record. That count describes this

editorial map, not the coverage of a customer's configured account. The relevant statistical claim is therefore

narrower: one export is not a measured substitute for eight tested assertions. (pcaobus.org) (www.isaca.org)

Table 3 gathers product-specific numbers that affect evidence timing or extraction. Each applies only to the

named feature. The right column states what should be checked before the number is used operationally.

Documented Source and scope

number

30 days Default System Notes
v2 record-view time
interval
(docs.oracle.com)

60 days Workflow execution logs
deleted after this period
(docs.oracle.com)

30 days User-generated script

logs are purged after 30
days, but availability
depends on the retrieval
surface
(docs.oracle.com).

Evidence implication

A short initial view can omit older events
from the screen.

Preserve a relevant troubleshooting log
promptly.

Execution Log subtab and Server Script
Log search results can disappear earlier

when shared storage limits trigger purges.

The Script Execution Logs page retains
logs for 30 days regardless of volume
(docs.oracle.com).

NetSuite consulting - ERP integration - Finance & operations

Account check

Expand the date filter; do not call this
retention.

Confirm logging and the workflow
setting.

Use Customization > Scripting > Script
Execution Logs for the documented 30-
day repository. Record the retrieval
surface used in the evidence packet,
along with the script, selected log level,
and date filters.
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https://www.aicpa-cima.com/news/article/8-things-to-know-about-the-audit-evidence-standard#:~:text=accuracy%2C%20completeness%2C%20authenticity%20and%20whether%20it%E2%80%99s%20susceptible%20to%20management%20bias.
https://pcaobus.org/oversight/standards/auditing-standards/details/AS1105#:~:text=Test%20the%20accuracy%20and%20completeness%20of%20the%20information
https://www.isaca.org/resources/glossary#:~:text=Audit%20evidence%20is%20sufficient%20if%20it%20is%20adequate%2C%20convincing
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_159499608205.html#:~:text=By%20default%2C%20the%20time%20interval%20is%20set%20to%20the%20last%2030%20days.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N2788150.html#:~:text=for%20a%20state%20on%20a%20record.%20Deleted%20every%2060%20days.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N3352137.html
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_4375937190.html

Houseblend

Documented
number

60 days

10,000
entries

Source and scope

System error script logs
purged after this period
(docs.oracle.com)

Script Execution Logs
download may be
limited to this many
entries
(docs.oracle.com)

Evidence implication

This purge statement does not establish 60-
day availability through the Script Execution
Log page; Oracle says that page shows log
details for 30 days (docs.oracle.com).

Large extracts may need partitioned
requests and reconciliation.

Account check

Verify the accessible source and its
period before relying on an error log.

Compare exported count with the search
result.

The numbers should not be read as a NetSuite-wide retention schedule. Oracle's documentation presents

separate behaviors for v2 display, workflow logs, and script logs. NIST's controlled-unclassified-information

requirements tie record retention to a policy, while the Australian Cyber Security Centre recommends setting

periods from risk. These are general design references with defined scopes. For a customer, the correct policy
and any external preservation process must be established independently. (nvlpubs.nist.gov)

(www.cyber.gov.au) (csrc.nist.gov)

The map also reveals a structural evidence gap: event evidence and control evidence are separate. A login
entry can support that a session event was recorded; it does not show a subsequent transaction action. A

numbered-transaction entry can explain a sequence number; it does not demonstrate approval. A workflow

execution log can report a state visit; it does not establish whether the rule was designed appropriately. This is
a synthesis of the documented fields and PCAOB's distinction between observing events and testing

operation. (pcaobus.org) (www.aicpa-cima.com)

Failure Modes and Quarterly Verification

Wrong time basis. An extract with a date range can exclude boundary events if the preparer and reviewer use
different time zones. Record the account display zone, selected filter zone, and export timestamp. For deleted

records using the new analytics data source, Oracle says deletion date and time display in Pacific Time Zone;

document the conversion before testing period boundaries. Convert only in a documented working copy and
retain the original. OWASP differentiates event time from logging time; the Australian Cyber Security Centre

recommends a consistent format across systems. (cheatsheetseries.owasp.org) (www.cyber.gov.au)

(cloudsecurityalliance.org)

Missing context or partial access. A role may see only a subset of System Notes, and original System Notes
and v2 do not have identical scope. Oracle says users with Notes Tab permission see only notes for their own

changes unless additional access applies; it separately documents administrator or specific analytics

permissions for wider queries. Test the producing role against a known event before treating an empty result
as absence of activity.

Over-broad exports. Pulling every field and every entity can produce an impressive but hard-to-review file.

Set a narrow question, then keep enough identifiers and context to test completeness. PCAOB AS 1105 asks
whether company information is precise and detailed enough for the purpose. AICPA guidance also calls

NetSuite consulting - ERP integration - Finance & operations
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https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N3352137.html#:~:text=System%20error%20logs%20are%20purged%20after%2060%20days.
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_4375937190.html
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_4375937190.html#:~:text=Downloads%20may%20be%20limited%20to%2010%2C000%20entries.
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/800-171r3/NIST.SP.800-171r3.html#:~:text=Retain%20audit%20records%20for%20a%20time%20period%20consistent%20with%20the%20records%20retention%20policy.
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-for-event-logging-and-threat-detection#:~:text=Log%20retention%20periods%20should%20be%20informed%20by%20an%20assessment%20of%20the%20risks
https://csrc.nist.gov/pubs/sp/800/92/final#:~:text=developing%2C%20implementing%2C%20and%20maintaining%20effective%20log%20management%20practices%20throughout%20an%20enterprise.
https://pcaobus.org/oversight/standards/auditing-standards/details/AS2201#:~:text=the%20control%20is%20operating%20as%20designed
https://www.aicpa-cima.com/news/article/8-things-to-know-about-the-audit-evidence-standard#:~:text=accuracy%2C%20completeness%2C%20authenticity%20and%20whether%20it%E2%80%99s%20susceptible%20to%20management%20bias.
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html#:~:text=the%20event%20timestamp%20may%20be%20different%20to%20the%20time%20of%20logging
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-for-event-logging-and-threat-detection#:~:text=using%20the%20same%20date-time%20format%20across%20all%20systems
https://cloudsecurityalliance.org/blog/2025/07/28/implementing-ccm-cloud-security-monitoring-logging#:~:text=Use%20a%20reliable%20time%20source%20across%20all%20relevant%20information%20processing%20systems.

Houseblend

attention to authenticity and management bias when assessing audit evidence. (pcaobus.org) (www.aicpa-
cima.com) (www.isaca.org)

Screenshot without criteria. A cropped screen can show an event while hiding the period, role, or filter.
Preserve the raw file and search definition. NARA describes electronic-record integrity in terms of a record
being complete and unaltered; NIST calls for protecting audit information and logging tools from unauthorized
access. These are useful preservation principles, not assertions that a NetSuite export is immutable after
download. (www.archives.gov) (nvlpubs.nist.gov) (cloudsecurityalliance.org)

Assumed permanence. Oracle gives finite periods for workflow and script logs, but those statements do not
define the life of every System Note, login event, or deleted-record entry. Assign retention and capture
procedures by evidence source and applicable policy. The Australian Cyber Security Centre's risk-based
approach and NIST's policy language both support making the rule explicit. (www.cyber.gov.au)
(nvlpubs.nist.gov) (csrc.nist.gov)

A quarterly verification checklist is practical because account configuration and product behavior can
change. The owner should test a known record change and its old/new fields, a transaction modification, a
login result, a deletion in the relevant data source, a numbering example, and a workflow execution event.
Verify permissions and export buttons using the actual evidence role. Re-run boundary-date tests and
reconcile sample row counts to independent populations. Record Oracle page links and the account release at
the time of testing. The IIA's repeatability criterion and PCAOB's company-data reliability criterion provide a
reason to keep this test record. (www.theiia.org)

« Scope: Confirm the object, assertion, subsidiaries, record type, and available field history.

« Access: Test the production evidence role, not only an administrator role.

« Time: Record the display zone, filter boundaries, and export time.

« Coverage: Check System Notes versus v2 and the deletion data source.

« Automation: Confirm workflow logging and script log collection before the request is urgent.
« Export: Compare search results with exported rows and preserve the query definition.

« Review: Assign a business owner and document exception disposition.

Implications and Future Directions

The durable improvement is an evidence catalog maintained with the NetSuite configuration. It should list the
guestion, native source, supported record types, field-level caveats, permissions, export method, owner, tie-
out, and last account test. A catalog turns a late audit request into a controlled extraction and makes known
gaps visible before the period closes. (www.cisa.gov) NIST's log-management guidance speaks to maintaining
practices across an enterprise, while the 11A's documentation rule emphasizes enough detail for repeatable
work. (csrc.nist.gov) (www.theiia.org) (www.archives.gov)

A second improvement is to separate collection from assessment. Administrators can produce a technically
reproducible extract. Controllers and process owners can verify the population and explain business
exceptions. Auditors decide whether the evidence supports the requested assertion. PCAOB guidance gives
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more weight to evidence obtained directly by an auditor and calls for assessment of company-produced data;
ISACA defines sufficient evidence in terms of whether another auditor could reach the same conclusion.
(pcaobus.org) (www.isaca.org)

Where a record lacks an expected field, mark unknown and test it in the configured account. Where a log's
finite life is shorter than the audit cycle, establish a scheduled capture or another documented control under
the organization's policy. Where the required approval occurs outside NetSuite, identify that source rather than
stretching a System Note into an approval certificate. Cloud Security Alliance recommends restricting log
access and using reliable time sources; CISA recommends centralized review of logs. These are design
references, not a claim that a particular NetSuite setup already implements them. (cloudsecurityalliance.org)
(cloudsecurityalliance.org) (www.cisa.gov) (csrc.nist.gov)

Frequently Asked Questions (FAQS)

Which NetSuite audit trail report should answer a transaction request?

Start with Transaction Audit Trail when the request concerns transaction creation, change, or deletion history.
A System Note search can add field-level filters or cover other record types. Validate the transaction type, role,
period, and displayed columns in the account before export.

Are System Notes and System Notes v2 the same evidence source?

No. Oracle documents two change-tracking systems with different scope and access paths. The original
record-type Audit Trail is a System Notes search, and v2 has a separate record view and workbook. Confirm
support for the exact record and field rather than merging their results without a mapping.

Where is login evidence exported?

Oracle places the Login Audit Trail at Setup > Users/Roles > View Login Audit Trail and documents CSV
export for its search. Capture the selected criteria and the role used to run it. A login row supports a session
guestion, not an inference that the same user approved a transaction.

How can deleted records be found?

First identify the record type and analytics data source. Oracle describes a Deleted Record search for the old
source and a deletedRecordInConnect SuiteQL path for the new source, with a Warehouse feature
dependency. Do not assume every deleted record type is logged.

How are role changes and workflow runs evidenced?

For role assignments, inspect employee Access > History and supported role searches or v2 views. For a
workflow run, examine execution logging and the resulting record history; for a workflow definition change,
inspect revision history. Each path answers a different question, and execution logging has its own finite life.
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Conclusion

The right NetSuite evidence source follows the auditor's question. Transaction Audit Trail addresses
transaction history; System Notes and record-type trails address recorded changes; Login Audit Trail
addresses session activity; deletion paths, numbering logs, and automation histories answer narrower
guestions. A route is only a starting point. The preparer must confirm account coverage, permissions, criteria,
time basis, and export completeness before interpreting an empty or populated result.

A useful packet lets another person reconstruct the query and understand its limits. It contains the request,
search criteria, export, population tie-out, reviewer, and exception disposition. It also says plainly whether the
artifact shows an event, a configuration revision, an approval, or a test of a control. This structure aligns with
the llA's repeatability principle and PCAOB's documentation and operating-effectiveness distinctions.

The final control decision belongs to the relevant auditor and process owner. For an operating team, the
immediate action is to maintain a tested question-to-source map and refresh it each quarter. Unknown record
coverage and feature dependencies should remain marked until verified in the actual NetSuite environment.
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About Houseblend

Houseblend is a NetSuite consulting firm serving finance and operations teams. We help organizations
implement ERP systems, connect business applications, improve existing configurations and maintain the
systems that support everyday work. Our audience includes finance leaders, controllers, operations managers,
NetSuite administrators and implementation teams.

Implementation and architecture

Houseblend provides NetSuite implementation, architecture and data migration services. We help teams
evaluate how business processes, reporting requirements and existing data should fit together in an ERP
environment. Training supports the people responsible for adopting and operating the resulting system.

Integrations, customization and Al

Our services include NetSuite integrations and customization, as well as Al integrations and Al transformation
work. These engagements connect ERP data and workflows with the broader application landscape. The right
design depends on the organization's systems, controls and operating needs.

Improve and support an existing system

Houseblend offers NetSuite health checks, optimization, managed support and project rescue services. We
also provide expertise for analytics and specialist workflows, including NetSuite Analytics Warehouse,
warehouse management and field service management. Published educational material helps teams
investigate options and prepare informed questions for their implementation or support work.

Work with Houseblend

Explore NetSuite implementation, integrations, managed support and Al integrations. Contact Houseblend to
discuss your current system and priorities.

Article examples explain concepts rather than promising a particular license, product capability, delivery
schedule or outcome. Engagement scope is confirmed with the Houseblend team.

Website: https://www.houseblend.io

This article is educational. Verify consequential medical, legal, financial, regulatory and technical decisions with appropriate professionals and the
cited primary sources. Company services are described separately from the article's research findings.
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