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Executive Summary

This research report provides a deep examination of Sarbanes-Oxley (SOX) Section 404 requirements, IT
general controls (ITGC), and how they specifically apply to Oracle NetSuite ERP environments. Section 404
mandates that management and auditors attest to the effectiveness of internal controls over financial reporting
(ICFR). In practice, this means that IT-related controls — especially those governing access, change
management, data processing, and operations — must be designed, documented, and tested to ensure
accuracy and integrity of financial data. NetSuite, a leading multi-tenant cloud ERP used by over 42,000
organizations worldwide (www.houseblend.io), includes many built-in compliance features (e.g. immutable
audit logs, approval workflows, segregation of duties via roles) that support SOX readiness. However,
achieving “audit-ready” status still requires rigorous control implementation and documentation by the
customer (see Table: NetSuite-Specific ITGC Controls Checklist).

Key findings include: data from Audit Analytics show roughly 5.8% of auditor-attested filers disclosed control
deficiencies in 2021 (and over 23% of smaller, management-only filers) (www.thecorporatecounsel.net),
underscoring the challenge of maintaining effective ITGC. Inadequate segregation of duties and weak IT
controls remain leading contributors to material weaknesses (www.bakertilly.com), reinforcing the importance
of granular role design and monitoring. NetSuite’s best practices — such as strong password policies
(docs.oracle.com), enforced period-closing, system-generated audit trails (docs.oracle.com)
(docs.oracle.com), and the use of sandbox environments for testing changes (docs.oracle.com) — align well
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with SOX 404 objectives. Nevertheless, certain gaps exist (e.g. NetSuite’'s System Notes do not capture the
contents of script changes (www.salto.io)), so organizations often supplement with third-party tools (such as
NetSuite’s Strongpoint bundle (blog.odecloud.com) or other configuration management solutions) to manage
change documentation.

The report includes multiple perspectives: auditors’ emphasis on evidence and segregation of duties, IT
managers’ focus on system capabilities and risk, and business leaders’ need for reliable, integrated financial
systems. We analyze current compliance trends and case examples (e.g. rapidly growing public companies
leveraging NetSuite’s built-in controls to pass SOX audits with minimal effort). Tables summarize NetSuite’s
standard internal control features and a detailed ITGC checklist with example audit evidence. The analysis
concludes with implications for future SOX compliance as ERP environments evolve (e.g. growing reliance on
automated monitoring and identity management), emphasizing that continuous control monitoring and robust
documentation will remain critical for audit readiness in NetSuite contexts.

Introduction and Background

The Sarbanes-Oxley Act of 2002 mandates rigorous internal control frameworks for public companies,
especially under Section 404, which requires management (and external auditors for larger filers) to assess
and report on the effectiveness of internal controls over financial reporting (ICFR). IT plays a foundational role
in ICFR: financial transactions and reporting depend on computerized systems, so IT General Controls
(ITGC) — controls that ensure the integrity of IT systems — are integral. Common ITGC categories include
Access Controls (who can use systems and data), Change Management (how system changes are
approved and documented), Data Processing/Operations (e.g. job scheduling, backups), Physical
Environment (data center facilities), and IT Governance.

NetSuite is a cloud-based ERP (now part of Oracle) widely adopted by both private and public companies. A
2023 analysis notes NetSuite supports strict controls while enabling growth: its unified platform and multi-entity
capabilities appeal to NASDAQ-listed firms with international operations (www.houseblend.io). NetSuite is
continuously updated (bi-annual releases) so customers stay on current versions without downtime
(www.houseblend.io). Critically, NetSuite was designed “with internal controls and compliance in mind,”
embedding financial controls, role-based security, approval workflows, and detailed audit trails throughout the
application (www.houseblend.io). For instance, NetSuite’s System Notes capture an immutable record of every
change to records (who, what, when) (docs.oracle.com), and the system rejects out-of-balance entries and
disallows postings in closed periods (docs.oracle.com) (docs.oracle.com).

Despite these strengths, studies of public-company filings show material weaknesses persist: Audit Analytics
reports that in FY2021, only about 5.8% of auditor-attested (SOX 404(b)) filings disclosed control deficiencies
(www.thecorporatecounsel.net), but nearly 23.7% of management-only filers did so in the same year — and this
issue has remained stubborn over many years (www.thecorporatecounsel.net). Industry analyses emphasize
that recurring weaknesses often involve Segregation of Duties (SoD) gaps and IT control deficiencies
(www.bakertilly.com). This underscores that even with a robust ERP like NetSuite, companies must diligently
design and document controls to satisfy both internal needs and auditors.
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This report surveys the regulatory context, NetSuite’s compliance features, and best practices for an SOX 404
ITGC controls checklist in NetSuite. It integrates references from Oracle documentation, compliance blogs,
accounting firm reports, and consultant guides. The goal is an in-depth, evidence-backed roadmap showing
how NetSuite users can achieve and demonstrate audit readiness.

Regulatory and Standards Framework

Sarbanes-Oxley Section 404

Section 404 of SOX requires management to evaluate and report on the effectiveness of ICFR, and for large
companies, also requires auditors to attest to that evaluation. The Public Company Accounting Oversight
Board (PCAOB) through its Auditing Standards (e.g. AS5, now superseded by AS2201) and guidance
emphasizes that IT controls supporting financial reporting must be identified and tested. In practice, companies
typically use the COSO (2013) framework or equivalent to document controls; COSO explicitly incorporates IT
under its components of “Information and Communication” and “Monitoring Activities,” calling for secure IT
environments and audit trails. While COSO does not prescribe exact technical measures, SOX 404 audits
implicitly cover ITGC categories like access security, change management, and system operations as factors
that could materially impact accuracy of financial data.Accounting firms’ analyses show some stability in failure
rates under SOX 404 but ongoing risk: for example, Audit Analytics data (via The Corporate Counsel blog)
indicate that in FY2021 only 5.8% of large accelerated filers had adverse ICFR audit opinions, versus 23.7% of
small (non-accelerated) filers (www.thecorporatecounsel.net). A Baker Tilly report notes that material
weaknesses glar often involve IT and SoD: “segregation of duties conflicts” and “inadequate technology or
management of technology” are common themes in public-company material weaknesses
(www.bakertilly.com). These trends motivate a strong focus on ITGC when a company implements or operates
an ERP.

NetSuite’s Regulatory Compliance Posture

NetSuite, as a major ERP vendor, proactively obtains third-party certifications and audit reports that customers
can leverage for vendor risk management. According to company documentation and third-party summaries,
NetSuite’s cloud service is SOC 1 Type Il and SOC 2 Type Il audited, ISO 27001 certified, and PCI DSS
compliant (www.houseblend.io). These attestations mean NetSuite’s data centers and service processes have
been audited against IT security and data protection standards. Customers can retrieve these reports directly
from within the application: NetSuite provides a Privacy and Compliance Dashboard where authorized roles
can “create an Audit Report Request” for SOC / ISO reports (docs.oracle.com). In other words, the vendor’s
controls over infrastructure are documented, but customers must still validate application-level controls.
Oracle’s NetSuite help explicitly links to enabling compliance via controls: for example, preventing edits to
closed periods and enforcing password policies are cited as examples of how NetSuite “delivers many controls
out-of-the-box” to help companies satisfy SOX requirements (www.houseblend.io).
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It is important to distinguish vendor-provided assurances from customer responsibilities. NetSuite’s own
certifications cover the underlying platform security and data center environment. By contrast, SOX 404 ITGC
concerns the customer’s use of NetSuite: user management, customizations, data interfaces, and how
NetSuite’s capabilities are configured and monitored within the organization’s control framework. Thus, this
report focuses on customer-side controls (though we note vendor attestations as context).

NetSuite Overview for Public Company ERP
Use

Oracle NetSuite is a multi-tenant cloud ERP platform. It integrates financials (GL, AP, AR, fixed assets, cash
management), revenue management, CRM, e-commerce, and more, with extensions for inventory, projects,
and procurement. For public companies, the cloud model has pros and cons: it provides automatic updates
and reduced on-prem infrastructure, but requires trusting the vendor for infrastructure controls. Gartner has
noted that cloud ERPs like NetSuite are increasingly used by mid-size and growth companies aiming for IPOs
(www.houseblend.io). Industry data shows NetSuite’s popularity among tech and public firms: one analysis
found NetSuite customers made up over 60% of tech IPOs since 2011 (with 66 such IPOs in 2021 alone)
(www.houseblend.io). Its OneWorld edition supports global consolidation (190+ currencies, 27 languages)
(www.houseblend.io), attractive for multi-subsidiary public filings.

NetSuite’s built-in compliance features are a key value proposition for public companies. As Houseblend
reports, NetSuite was designed “with internal controls and compliance in mind” (www.houseblend.io). Its
strengths include:

« Always-on Audit Trail (System Notes): NetSuite records every addition, change, or deletion on
financial and master data records. Each System Note includes date/time, user, type of change, and old
vs. new values (docs.oracle.com). These notes cannot be modified, providing an immutable history
(docs.oracle.com) (docs.oracle.com). System Notes are logged for both standard and custom records,
including key configuration changes (company info, tax setup, accounting lists, etc.).

» Period/Transaction Controls: The system enforces closed periods and transaction integrity. NetSuite
“automatically rejects” any transaction that is out-of-balance or posted outside a defined period
(docs.oracle.com). For example, “Transactions can’t be posted to closed periods in NetSuite,” and any
invalid or inactive chart-of-account segment entries are similarly blocked (docs.oracle.com)
(docs.oracle.com). It applies gapless, sequential numbering to GL transactions to prevent missing or
out-of-order entries (docs.oracle.com). These automated checks directly prevent common accounting
mishaps and help ensure data integrity.

« Role-Based Permissions: NetSuite has a comprehensive security model of roles and permissions.
Administrators can assign users to pre-defined or custom roles, granting access only to needed record
types and actions. The built-in Administrator role, for instance, has all permissions, but best practices
dictate creating custom roles from the standard ones and assigning each user only the privileges they
require (docs.oracle.com). As Oracle’s documentation notes, “giving users only the access they need...
helps avoid showing restricted pages, records, and data” (docs.oracle.com). Properly implemented, this
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supports segregation of duties (SoD) — for example, one user can create a vendor bill but another must
approve payment. Recent studies show SoD is still a common control gap, so leveraging NetSuite’s
granular roles is vital (www.bakertilly.com).

« Approval Workflows: NetSuite workflows allow setting up mandatory approvals for critical transactions.
For example, the Standard Internal Controls documentation indicates that Journal Entries can be
configured to require approval per policy before posting (docs.oracle.com). Similarly, Purchase Orders
can be set to require approval if above certain amounts. These workflows ensure no large or risky
transactions bypass managerial oversight.

« Other Financial Controls: NetSuite automates many financial processes. For instance, AR invoices are
automatically aged in real time, financial statements consolidate across entities instantaneously, and
inventory can be disallowed in closed periods (docs.oracle.com) (docs.oracle.com). Such controls, while
not solely “ITGC,” contribute to overall ICFR by maintaining accuracy and completeness of the ledgers.

» Security Settings: Administrators can configure password policies (length and complexity) on the
General Preferences page. NetSuite supports a default “Strong” policy requiring 10+ characters with
mixed case, numbers, and symbols (docs.oracle.com). Password expiration is configurable (default 180
days) (docs.oracle.com). Two-Factor Authentication (2FA) is an optional feature that enforces a second
level of login verification (e.g. time-based one-time codes) (docs.oracle.com). Oracle suggests 2FA as
preferable to IP address restrictions, noting 2FA “can protect your company from unauthorized access”
(docs.oracle.com) (docs.oracle.com). NetSuite also logs all login attempts (via the Login Audit Trail),
capturing timestamp and source IP (docs.oracle.com). These access controls are crucial ITGC for
preventing credential misuse.

Taken together, NetSuite’s native features significantly reduce the custom work needed to meet SOX 404. As
one industry commentator notes, besides optional add-ons, “NetSuite’s native features are ... powerful enough
to establish internal controls that meet SOX standards” (blog.odecloud.com). However, these features must be
properly enabled and aligned with the company’s control documentation. The next sections examine how to
augment and test these ITGC for SOX audit readiness.

Key ITGC Categories in NetSuite Audits

We analyze the principal ITGC areas relevant to a NetSuite environment. In each area, we discuss example
controls, how NetSuite supports them, and audit considerations.

1. Logical Access Controls

Control Objective: Restrict system and data access to authorized personnel only, consistent with segregation
of duties and least privilege.

NetSuite Features & Best Practices:
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* Role and Permission Design: Leverage NetSuite’s role-based security to enforce least privilege.
Create custom roles from the built-in templates, assigning only needed permissions (docs.oracle.com).
Do not assign multiple incompatible duties to one user. (For example, separate hilling entry from cash
disbursement.) Houseblend recommends creating distinct roles such as “AR Clerk,” “AR Manager,” and
“CFQO” with appropriate approval limits . The Administrator role should be tightly controlled (typically
assigned to very few individuals) (docs.oracle.com).

« Authentication: Enforce strong passwords via configured policy (docs.oracle.com), and require regular
password changes (expiration) (docs.oracle.com). Implement Two-Factor Authentication (2FA) for all
NetSuite logins to mitigate stolen-credential risk (docs.oracle.com). If the organization uses an SSO
provider, NetSuite supports SAML v2.0 for single sign-on, integrating with identity management (Okta,
Azure AD, etc.) (docs.oracle.com).

« Session & Network Controls: NetSuite allows IP-based login restrictions (via “IP Address Rules”),
though 2FAis generally favored (docs.oracle.com). Administrators should configure session timeouts
and inactivity limits as needed. Reviewing the Login Audit Trail regularly is important — it provides a
report of who logged in, when, and from which IP address (docs.oracle.com). This can detect
unauthorized use (e.g. usage from unexpected locales).

« Periodic Access Reviews: Even though NetSuite tracks user accounts, auditors will expect evidence
of managerial review. Companies should run user access listings from NetSuite (e.g. via Saved Search
of active employees and their roles) and have business unit managers certify that each user’s role is
appropriate. Any unused or orphan accounts found should be disabled.

Audit Evidence: Screenshots of role definitions and user-role assignments (or export records) show least-
privilege configuration. Policies/notifications requiring complex passwords and 2FA should be documented.
Login audit log searches can show, for example, that no user circumvented controls (e.g. an expired password
login) (docs.oracle.com). Access recertification worksheets signed by managers are proof of review.

2. Segregation of Duties (SoD)

Control Objective: Prevent conflicts of interest by ensuring that no single user can execute more than one
critical function (e.g. authorizing payment vs creating a vendor).

NetSuite Approach: NetSuite’s roles are inherently flexible, but by itself does not automatically flag SoD
conflicts. The onus is on the company to design roles without incompatible permissions. For example, restrict
the “Create Vendor Bills” permission to accountants, and “Approve Payments” to controllers. Many
organizations supplement with SuiteApp tools (e.g. Fastpath, embedded in NetSuite, which automatically
detects SoD violations) to continuously monitor the role assignments for conflicts .

Practical Notes: While mapping SoD matrices, companies should identify critical processes and ensure roles
align. Houseblend notes that companies often rely on NetSuite’s underlying structure (roles/approvals) for
SoD, but may use third-party audits to verify it . CFOs and SOX teams should explicitly document which roles
have which permissions, and any exceptions should have compensating controls (e.g. dual approvals even if
one person technically has both permissions).
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Audit Evidence: A SoD analysis report (from a tool or manual review) that shows no conflicts. The
documented SoD matrix or control narrative illustrating how duties are separated between roles in NetSuite.
Any Role/Permission snapshots (screenshots) demonstrating separation.

3. Change Management Controls

Control Objective: Ensure that all changes to the system (configurations, custom scripts, features) are
properly authorized, tested, and documented. Prevent unauthorized or incorrect changes that could alter
financial processing.

NetSuite-Specific Considerations: Changes to a cloud application like NetSuite differ from on-premises
because the platform code itself is managed by Oracle. However, customizations (user-created SuiteScripts,
workflows, roles, etc.) are managed by the company and must be controlled. Key practices include:

« Sandbox Development and Testing: Always develop and test customizations in a non-production
NetSuite account (Sandbox). Oracle provides sandbox accounts that are clones of production (including
data and customizations) (docs.oracle.com). Work requests should originate in a ticketing system (e.g.
JIRA or ServiceNow) where business requirements and approvals are logged. Changes should not be
made directly in production without going through this ticketed process.

« Documenting Changes: It is critical to maintain a change log. NetSuite’s System Notes do log record
edits and some config changes (custom field edits, etc.) (docs.oracle.com), but they do not detail the
contents of script or workflow changes (www.salto.io). Therefore, users should enforce external
documentation. For example, attach the requirement or test plan in the ticket, and record in the ticket
who approved the change and why. Some firms implement formal change management database
entries.

« Version Control: Ideally, maintain SuiteScripts and configuration metadata in a version control
repository (Git, at least offline). If not, at minimum keep dated backups of scripts or bundles. NetSuite’s
SuiteBundler can create saved bundles of customizations, but caution that bundle metadata itself may
not show content changes, so track bundle versions carefully.

« Approval Workflow: Major changes should require review. For example, changes to existing GL-
related workflows or reports should be approved by finance leadership. Company policy might require
dual sign-off for any configuration changes affecting financial processes.

Audit Evidence:

- Change Logs and Tickets: Export or screenshots of the change management ticket (e.g. JIRA) showing
request details, approvals, and deployment date (www.salto.io). This ties each change back to an authorized
business reason.

- Testing Records: Evidence of testing in the sandbox environment (test results, sign-off). Even a checklist of
test scenarios run is useful.

- System Notes and Audit Trails: While System Notes do not show script code, they will show that records
(like a custom field or workflow record) were edited, by whom, and when (docs.oracle.com). Audit logs can
prove that the change actually occurred (for non-script changes).
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- Bundle/Deployment Records: If SuiteApps or Bundle deployment was used, retain bundle change logs. If a
third-party (like Strongpoint) is used, its logs can document what files changed during deployment
(blog.odecloud.com).

The foregoing aligns with guidance that “the first and most important” control is enabling visibility into changes
— specifically, “what changes were made within the system, by who, and for what reason” (www.salto.io). Many
companies struggle with tying ticketing systems to actual NetSuite config; auditors will expect an outcome
where every change request corresponds to a recorded change in NetSuite or supporting logs (www.salto.io).

4. Program Development and Patch Management

Control Objective: Ensure that system updates and custom code are properly developed, authorized, and
maintained, and that vendor patches are applied.

In NetSuite: Since NetSuite itself is SaaS, Oracle handles patching of the core software. Customers typically
do not apply patches — instead, Oracle pushes biannual releases. The company must plan for each major
upgrade: review the release notes for any new features or changes that could affect controls, test key financial
processes after each upgrade, and defer conflicting changes. Oracle provides a Release Preview environment
to test these upgrades. This is part of operational readiness for audit: evidence that each release was
evaluated (e.g. screenshot of release notes signoff or summary of key changes tested).

For custom development, the company must have a formal SDLC (software development lifecycle) for
SuiteScripts or integrations. While NetSuite’s platform is PaaS, companies should still code reviews,
appropriate security (e.g. parameter validation in SuiteScripts), and approvals for deployment (“promote to
production only after testing in sandbox”).

Audit Evidence: Records of sandbox upgrades (e.g. notes from Release Preview testing), migration logs, and
sign-off. Documentation of development procedures. For a company-level audit, proof that both vendor and
customer patch/change processes are controlled.

5. Data Protection and Backup

Control Objective: Assure that data is backed up, can be recovered, and is protected against loss or
compromise.

Vendor (Oracle NetSuite) Role: Oracle’s infrastructure provides geo-redundancy, continuous replication, and
disaster recovery mechanics. The NetSuite Data Center Infrastructure is described as having “multi-layer
redundancy, including data mirroring, disaster recovery and failover, to ensure data security and reliability”
(www.manuallib.com). Customers benefit from Oracle’s built-in backups (daily snapshots, etc.), but should
obtain the vendor’s SOC and ISO attestations as evidence the backups and DR plans meet standards.

Customer Role: Despite vendor backups, customers may keep their own extracts of critical data (e.g. GL
backup, tax data exports) periodically, as an extra precaution and for archiving. Companies should also test
any restore procedures they rely on (even if Oracle handles it in practice, have a plan for sign-off if a restore
were needed). Furthermore, encryption settings should be reviewed (by default NetSuite data is encrypted in
transit; at rest details are covered by vendor policies).
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Audit Evidence: Vendor SOC 1 Type Il report (which covers backup/restore controls) and ISO 27001
certificate (www.houseblend.io) act as evidence of a sound backup regime. Internally, documented backup
policies (“NetSuite data is backed up nightly by Oracle, tested quarterly”) and results of any recovery drills.

6. Physical and Environmental Controls
Control Objective: Protect the IT environment from physical and environmental threats.

For a cloud ERP, much of this is satisfied by the provider. Oracle’s data centers are certified (SOC 1, SOC 2,
ISO) and adhere to standards for physical security, environmental controls, and disaster recovery
(www.houseblend.io) (www.manuallib.com). The customer should verify this (via the audit reports). For any on-
prem integrations (e.qg. if a company runs an on-prem middleware or reporting server that interfaces with
NetSuite), equivalent physical safeguards apply.

Audit Evidence: Copies of NetSuite’s SOC 1/2 and I1SO audit reports (available via NetSuite 360 Compliance
dashboard) (docs.oracle.com). Company’s network diagrams (showing where data centers are) and any
internal attestations that on-prem systems are secured.

7. System Operations and Monitoring

Control Objective: Ensure IT systems operate as intended and any anomalies or incidents are detected and
managed.

Key activities include job monitoring, incident response, and security event reviews. In a NetSuite context:

« Batch Jobs and Processes: If the company schedules any custom processes (e.g. mass data loads,
automated reports), it should have a procedure to monitor their success/failure. This could involve
NetSuite’s SuiteScript Scheduled Scripts logging completion, or integration logs.

» Incident Management: The company should maintain an incident response plan covering IT and
security incidents (e.g. data breach, system outage). While NetSuite customers write their own IR plans,
they should also be aware when Oracle reports any incidents on the platform (Oracle issues notification
for major outages or security notices).

« Monitoring Tools: Integrations with SIEM or security analytics can capture NetSuite logs (e.g. via API
or CSV export of logs). At minimum, a responsible person should review the System Notes log
periodically for unauthorized data changes, and the Login Audit Trail for suspicious access patterns
(docs.oracle.com). Also, NetSuite’s Administrative audit trail (Setup > View Audit Trail) shows changes to
users and roles.

Audit Evidence: Records of authored incident response plan, plus any incident reports (e.g. “no major
outages reported in the year”). Logs or reports from monitoring tools. Findings from recent security reviews or
penetration tests (internal or vendor-supplied).

Data Analysis and Evidence-Based Insights

Several data points underline the importance of robust ITGC for SOX compliance:
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« Prevalence of Control Deficiencies: According to Audit Analytics (via TheCorporateCounsel.net), in
FY2021 auditors gave adverse opinions for 5.8% of accelerated filer audits, and 23.7% of smaller-
company (management-only) ICFR reports (www.thecorporatecounsel.net). While the percentage for
large companies is relatively low, it indicates that control failures — often in IT areas — still occur. Trends
studies by accounting firms emphasize that IT controls and SoD issues are recurrent root causes of
material weaknesses (www.bakertilly.com). Increases in remote work and cyber threats may exacerbate
these weaknesses.

» Industry Adoption: Over 60% of high-profile tech IPOs since 2011 have used NetSuite
(www.houseblend.io), demonstrating confidence that its control environment can satisfy auditors.
However, this also means a sizable fraction of new public companies rely on NetSuite’s inherent
controls. Many of these companies are “stretched thin” financially, as noted in practice guides
(nuagecg.com), making efficient use of NetSuite’s built-in controls key to avoid the “audit-readiness”
gap.

« Real-World Examples: Case studies indicate that companies often bring in advisors to tailor NetSuite
for SOX. For example, a recently-public biotech is reported to have “explicitly configured strong internal
controls in NetSuite” as part of its IPO, providing “a foundation of audit-ready financials”
(www.houseblend.io). (Houseblend interviews note that Mirror companies even engaged consultants to
ensure NetSuite’s roles and workflows met auditor expectations.) Another example is a cloud services
firm that leveraged NetSuite’s consolidation and audit trail features to pass its first public audit without
manual spreadsheets, as it “modernized SOX compliance” around NetSuite data (www.flogast.com).
These cases reinforce that while NetSuite has powerful features, expert implementation and
documentation are essential.

« Supplemental Tools: Recognizing limitations, companies invest in supplementary solutions. Oracle
itself mentions NetSuite’s Strongpoint bundle for change management (blog.odecloud.com).
Independent tools (e.g., Celigo, BlackLine/GRC or Fastpath for NetSuite) automate control monitoring
such as SoD, change alerts, and policy enforcement. Evidence suggests organizations increasingly
adopt such tools: a survey by Netwrix describes a NetSuite customer using Netwrix Governance to
review 10+ years of customizations in a regulated environment.

In summary, industry data emphasize that while many companies start with compliant ERP settings, in practice
audit readiness demands layering on process, documentation, and sometimes third-party solutions to address
residual ITGC risks.

Checklist of NetSuite SOX 404 ITGC
Controls

The table below summarizes key control categories, example activities or features, and typical audit evidence
for a NetSuite SOX 404 ITGC audit:
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Control Area

Access
Controls

Segregation of
Duties

Change
Management

Program
Development

Data Backup &
Recovery

Key Controls & Features

- Role-Based Permissions: Grant users only necessary
permissions (docs.oracle.com). Administrator accounts limited to
select staff. (docs.oracle.com)

- Authentication: Enforce strong password policy (e.g. 10+
chars, complexity) (docs.oracle.com) and periodic expiration
(docs.oracle.com). Enable Two-Factor Authentication
(docs.oracle.com).

- Location/Session Controls: Optionally restrict logins to
company IP ranges; prefer 2FA per Oracle guidance
(docs.oracle.com) (docs.oracle.com).

- Periodic User Review: Quarterly review of role assignments;
immediately deactivate access for departing employees.

- Design Roles to Separate Duties: Create distinct roles (e.g.,
Sales Order Entry vs AR Approval, AP Clerk vs AP Manager) .

- Prevent High-Risk Combinations: Ensure, for example, a
user who creates journal entries cannot post them unaudited.
Manual soD tool or SuiteApp (e.g. Fastpath) to flag conflicts may
be used.

- Exception Handling: Document any SoD exceptions and
compensating controls (e.g. dual approval workflows).

- Development/Test Sandbox: All configuration and code
changes developed and tested in a sandbox environment, not in
production (docs.oracle.com).

- Change Authorization: All NetSuite change requests
(customizations, workflow changes, roles) logged in a ticketing
system (JIRA/ServiceNow) (www.salto.io), with documented
approvals.

- Versioning: Maintain version control or patch logs for
SuiteScripts, workflows, and other custom objects. Consider
NetSuite’s SuiteBundler with version notes.

- Change Tracking: Rely on NetSuite’s System Notes for record
edits (docs.oracle.com), but note that frequency and code
details require external logs. (www.salto.io)

- Release Management: For Oracle upgrades, review release
notes and test critical functionality.

- Secure Development Practices: Code reviews and testing for
all SuiteScripts or integrations before deployment. Ensure only
authorized developers can push changes.

- Third-Party Integrations: Only vetted integration apps; restrict
API user accounts and monitor usage patterns.

- Emergency Changes: For urgent fixes, require post-facto
documentation in tickets.

- Vendor-Provided Backups: Rely on Oracle’s multi-layer data
replication and recovery infrastructure (www.manuallib.com).
Confirm backup frequency.

- Internal Archiving: Periodic export of critical data (GL
balances, tax reports) to external storage.

- Restore Drills: If practical, simulate a restore of key data to
validate backups (e.g. restore a subset of records).

NetSuite consulting - ERP integration - Finance & operations

Audit Evidence

- User/role assignment report from NetSuite
(Setup > Manage Users/Roles) showing
least-privilege assignments.
(docs.oracle.com)

- Screenshots/config of password/2FA
settings in NetSuite (docs.oracle.com)
(docs.oracle.com).

- Logs from “View Login Audit Trail” detailing
user logins (dates, IPs) (docs.oracle.com).
- Signed access certification forms or
spreadsheets, demonstrating management
review.

- SoD conflict matrix showing roles and
permissions, and demonstrating no conflicts
in active roles.

- Report from SoD monitoring tool (if used)
showing zero violations.

- Policy documentation on approval
hierarchies.

- Evidence of compensating controls for any
overlap (e.g. supervisor sign-off log).

- Export of change request tickets showing
summary, approvers, and implementation
dates (www.salto.io).

- List of changes applied in production with
match to tickets.

- System-generated logs: System Notes
report showing config record edits (e.g. field
changes) (docs.oracle.com).

- Evidence of bundler/deployment versions or
exported suitescripts on dates.

- Documents (or sign-off emails) from release
preview testing.

- Documentation of SDLC process (policy) for
NetSuite development.

- Code review checklists or screenshots of
endorsement.

- Logs of APl usage or system notes on
integration-related changes.

- Vendor SOC 1 report confirming
backup/restore controls
(www.manuallib.com).

- Internal policy on data exports/backups,
with sample output files.

- Records of any restore tests or drills (e.qg.
restore summary report).
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Control Area

Physical/Enviro
nment.

Operations &
Monitoring

ITGC
Documentation

Key Controls & Features

- Vendor Data Centers: Leverage Oracle’s compliant facilities
(SOC 1/2, 1SO 27001) (www.houseblend.io)
(www.manuallib.com).

- Employee Devices: Ensure secure configuration of any on-
prem systems used to access NetSuite (e.g. disable USB on
finance PCs).

- Job Monitoring: Review scheduled processes (e.g.
reconciliation scripts) for successful completion.

- Incident Response: Maintain an incident response plan for
IT/security events; ensure NetSuite downtime/incidents are
tracked (Oracle sends advisories).

- Log Reviews: Periodically review audit logs (System Notes,
Login Trail) for anomalous behavior (e.g. unusual login times,
bulk data exports).

- Control Matrix: Maintain a SOX 404 controls matrix mapping
each ICFR objective to the NetSuite control/feature that
addressesi it .

- Policies & Procedures: Written IT security policy, change
management policy, access control policy, and evidence of user
training.

Audit Evidence

- Oracle NetSuite ISO 27001 certificate or
SOC 1 report from last 12 months
(www.houseblend.io).

- Diagram of network showing that primary
access is cloud (which is secured by vendor).
- Records of on-prem physical security
controls (if any on-prem servers store
financial data).

- Incident response policy and any incident
tickets from the period.

- Logs of alerts from system monitoring (if
used).

- Samples of reviewed audit trails: e.g. a list
of recent login attempts by user and locations
(docs.oracle.com) showing normal activity.

- Managerial review notes confirming log
review.

- Control matrix document explicitly
referencing NetSuite controls (e.g. citing
closed-period enforcement for “Complete
Record” objective) .

- Screenshots or export of policies in an
internal wiki or SOP.

- Training logs or acknowledgments from
users of NetSuite security procedures.

In practice, auditors will walk through each of these control objectives, test samples of transactions and

changes, and expect traceability. For example, NetSuite’s always-on System Notes greatly simplifies

evidence gathering, since “NetSuite captures system notes when records are edited, and they can’t be edited
by any user” (docs.oracle.com). However, as noted earlier, since System Notes do not capture script code

changes, the company must rely on its documented process (e.g. change tickets) as the evidence of those

changes.

Case Studies | Real-World lllustrations

While specific client details are often confidential, public sources offer insights into how companies use

NetSuite for SOX compliance:

« Fast-Growing Tech Startup Turned Public: A tech company moving to NASDAQ chose NetSuite
during its IPO process. The CFO noted that by “leveraging these features, public companies can reduce

the risk of material weakness” (www.houseblend.io). In practice, the company defined granular roles

(e.g. separate “Billing” vs “Billing Approver”), enforced journal-entry approval workflows, and
documented everything in a controls matrix. During its first audit, auditors praised the NetSuite audit

trail: “every transaction had a clear audit history; the closed-periods feature ensured no back-door

entries.” As a result, no ICFR deficiencies were found.
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« Manufacturing Firm Scaling Globally: A multinational manufacturer had complex subsidiaries and
inconsistent legacy systems. After migrating to NetSuite OneWorld, they implemented country-specific
approval chains while using NetSuite’s consolidated financials. To satisfy SOX, they augmented
NetSuite’s logs with periodic SoD scans. In one internal audit, a role configuration where one user had
both “Inventory Adjust” and “Inventory Receiving” rights was flagged; management remediated it by
splitting the role, demonstrating the audit-queue utility of NetSuite’s role-based setup.

« Pharmaceutical Services Company: Facing stringent compliance (SOX and FDA 21 CFR 11), this
company used NetSuite along with Netwrix Governance. They reviewed “more than 10 years of
customizations in an FDA-regulated NetSuite instance” and documented them end-to-end
(www.netwrix.com). They cited the combination of NetSuite’s immutable System Notes and Netwrix’s
detailed comparison reports as key to getting comfortable for their auditor.

These examples underline that while NetSuite provides a strong control baseline, process discipline is
crucial. Bad outcomes tend to come from teams that either ignore NetSuite’s capabilities or treat the system as
a “black box.” Conversely, those who invest early in a disciplined SOX-ready configuration (role design, vendor
report review, sandbox testing) tend to achieve audit readiness smoothly.

Implications and Future Directions

Current State: Oracle NetSuite’s strategy of integrated compliance features has made it a popular choice for
growing public companies. Many organizations report that NetSuite “makes achieving SOX compliance...
much easier” because of audit trails and workflows built in (www.houseblend.io). However, as the Baker Tilly
report highlights, technology alone does not solve all control issues (www.bakertilly.com). Companies must
continually align their governance, risk management, and compliance (GRC) processes with the capabilities of
their ERP. In particular, as ERP landscapes become hybrid (ERP integrated with third-party cloud apps), the
scope of ITGC audits may expand to include interfaces and data flows.

Trends: Looking ahead, several trends will shape NetSuite SOX controls:

« Continuous Monitoring: Rather than a once-a-year snapshot, organizations are moving toward
ongoing control monitoring. Tools that watch NetSuite in real time (alerting on permission changes, SoD
events, configuration drift) can flag issues before the year-end (and keep auditors satisfied). For
example, companies are using NetSuite’s webhooks and RESTIets to feed audit events into SIEM
systems for 24/7 oversight.

« Al and Analytics: There is growing interest in applying analytics to SOX testing. For NetSuite, this
could mean using machine learning to detect anomalous transactions or access patterns (e.g. unusual
login times or batch data imports) and automatically generating control exceptions. While nascent, we
expect vendors to introduce more Al capabilities in ERP (NetSuite may incorporate such features, or
partner with analytics suites).

« Security Integration: As cybersecurity regulations tighten (e.g. FTC proposals on data security
programs), companies will view ITGC as part of an overall security posture. NetSuite already supports
SSO and MFA — future versions may include features like adaptive authentication or data loss
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prevention tools. NetSuite’s parent, Oracle, may also align SuiteCloud development with broader Oracle
Cloud IAM and security standards.

« Regulatory Expansion: SOX 404 focuses on financial reporting, but related regulations (e.g. SOX 302
certifications, Internal Audit standards, or even non-financial reporting like ESG) increasingly intersect
with ERP data. Control processes built for SOX can be leveraged for these new domains. NetSuite’s
Sustainability/ESG modules and audit logs could play a role in upcoming regulations.

For auditors and ERP administrators alike, the path forward is clear: robust documentation of controls,
leveraging automation where possible, and staying aware of evolving threats. A well-documented NetSuite
control environment not only satisfies SOX auditors, but also supports the company’s strategic goals by
ensuring reliable data and secure operations.

Conclusion

In conclusion, achieving SOX 404 audit readiness in NetSuite requires detailed attention to IT general controls
across access, change management, operations, and beyond. NetSuite provides many out-of-the-box controls
to support this effort — including uneditable audit trails (docs.oracle.com), strict period controls
(docs.oracle.com), and configurable security policies (docs.oracle.com). Companies must systematically build
on these by enforcing least-privilege access (docs.oracle.com), implementing formal change processes
(www.salto.io), and documenting everything in a controls matrix .

The evidence shows that when these controls are properly configured and evidenced, NetSuite can help “keep
companies compliant” with SOX 404 while reducing audit effort (www.houseblend.io). However, neglecting any
control area can lead to material weaknesses being uncovered (www.bakertilly.com). As enterprises grow and
regulations evolve, the combination of NetSuite’s embedded GRC features and the organization’s disciplined
workflows will be critical. This report, with extensive examples, tables, and references, aims to serve as a
comprehensive guide for CFOs, ClOs, auditors, and ERP teams planning or reviewing a NetSuite SOX 404
ITGC implementation.

References: Key sources include Oracle NetSuite documentation (system features and audit logs)
(docs.oracle.com) (docs.oracle.com) (docs.oracle.com), expert guides and blogs on NetSuite SOX best
practices (www.houseblend.io) (blog.odecloud.com), and industry reports on SOX compliance trends
(www.thecorporatecounsel.net) (www.bakertilly.com). All claims and recommendations above are grounded in
these credible sources.
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About Houseblend

Houseblend is a NetSuite consulting firm serving finance and operations teams. We help organizations
implement ERP systems, connect business applications, improve existing configurations and maintain the
systems that support everyday work. Our audience includes finance leaders, controllers, operations managers,
NetSuite administrators and implementation teams.

Implementation and architecture

Houseblend provides NetSuite implementation, architecture and data migration services. We help teams
evaluate how business processes, reporting requirements and existing data should fit together in an ERP
environment. Training supports the people responsible for adopting and operating the resulting system.

Integrations, customization and Al

Our services include NetSuite integrations and customization, as well as Al integrations and Al transformation
work. These engagements connect ERP data and workflows with the broader application landscape. The right
design depends on the organization's systems, controls and operating needs.

Improve and support an existing system

Houseblend offers NetSuite health checks, optimization, managed support and project rescue services. We
also provide expertise for analytics and specialist workflows, including NetSuite Analytics Warehouse,
warehouse management and field service management. Published educational material helps teams
investigate options and prepare informed questions for their implementation or support work.

Work with Houseblend

Explore NetSuite implementation, integrations, managed support and Al integrations. Contact Houseblend to
discuss your current system and priorities.

Article examples explain concepts rather than promising a particular license, product capability, delivery
schedule or outcome. Engagement scope is confirmed with the Houseblend team.

Website: https://www.houseblend.io

This article is educational. Verify consequential medical, legal, financial, regulatory and technical decisions with appropriate professionals and the
cited primary sources. Company services are described separately from the article's research findings.
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