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Introduction: Integrating Salesforce CRM with Oracle NetSuite ERP is a strategic imperative for
companies aiming to streamline their quote-to-cash process. Salesforce excels at managing sales
pipeline and customer relationships, while NetSuite provides robust back-end order management,

fulfillment, and financials. By leveraging NetSuite's web services and Salesforce APls, enterprises can
eliminate data silos and manual re-entry, ensuring that when an order is closed in Salesforce, it is
seamlessly fulfilled and tracked in NetSuite. This report provides a comprehensive deep dive into how to
drive Salesforce order fulfillment using NetSuite's web service technologies. We cover platform

capabilities, integration architecture considerations, technical approaches (SOAP APIls, RESTlets, Apex,

etc.), common integration patterns (point-to-point vs. middleware), detailed workflow examples, data
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mapping techniques, error handling best practices, security/authentication, and performance tuning
strategies. The content is organized for IT professionals, solution architects, and system integrators
seeking a formal, educational understanding of Salesforce—NetSuite order integration.

1. Overview of NetSuite and Salesforce Order Management

NetSuite Order Management Capabilities: NetSuite is a full-featured cloud ERP that provides end-to-
end order management encompassing order entry, processing, fulfillment (shipping), billing/invoicing,
and revenue recognition (Source: stacksync.com)(Source: stacksync.com). NetSuite treats a Sales Order

as a central transaction linking CRM sales data to fulfillment and financials. Once a sales order is created
(via Ul or API), NetSuite can allocate inventory, schedule shipment, generate picking/packing tasks, and
ultimately create fulfillment records (item shipments) and customer invoices. It supports complex order
scenarios like partial fulfillments, drop-ship orders, and backorders, all while maintaining real-time
inventory visibility and financial updates. NetSuite's strength lies in being the system of record for order-
to-cash: it ensures that when an order is marked fulfilled, corresponding inventory is decremented and

an invoice can be automatically posted to accounts receivable (Source: stacksync.com)(Source:
stacksync.com). In summary, NetSuite provides a single-source platform for order management,

inventory control, fulfillment execution, and financial accounting, which is why it often serves as the
fulfillment backend for Salesforce sales data.

Salesforce Order Management Capabilities: Salesforce, primarily a CRM platform, also includes an
Order object and related functionality to track customer purchases and agreements. A Salesforce Order
represents a contractual agreement for products/services, linked to an Account (customer) and optionally
to a Contract or Opportunity (Source: noca.ai)(Source: noca.ai). Key features of Salesforce orders include

an order lifecycle with statuses (e.g. Draft, Activated, Fulfilled, Canceled) to reflect stages in processing
(Source: noca.ai). Each Order can have multiple Order Products (order line items) associated, pulling

product and pricing information from Salesforce’s product catalog and price books (Source: noca.ai).
Salesforce Orders facilitate revenue tracking and customer service: once an order is Activated
(indicating it's finalized), it can be used for downstream processes like provisioning or support. However,
Salesforce’s native order management is typically limited to front-office tasks (recording the order,
tracking its status, and possibly integrating with Salesforce billing or contract management modules). It
does not manage physical inventory or shipping logistics — these are strengths of NetSuite. Salesforce's
Order object is highly configurable (you can add custom fields for things like fulfillment status or tracking
numbers) (Source: noca.ai) and it is accessible via Salesforce APIs for integration (Source: noca.ai).

Many organizations use Salesforce to capture the *"order intent” (often converting a successful
Opportunity into an Order), then rely on NetSuite to perform the actual fulfillment and financial
settlement. Without integration, this division can cause delays and inconsistencies. Thus, a core goal of
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integrating_Salesforce and NetSuite is to tie Salesforce Orders (or Opportunities) to NetSuite Sales

Orders and fulfillment records, combining Salesforce's customer-facing strengths with NetSuite's
operational execution capabilities (Source: stacksync.com)(Source: stacksync.com).

In practice, Salesforce's order management is often part of a larger “Lead-to-Cash"” process: leads and
opportunities are managed in Salesforce, and once an opportunity is won, an order is recorded and
handed off to NetSuite for fulfillment and invoicing. The integration ensures Salesforce users (sales reps,
customer support) can see fulfillment status, inventory levels, and invoice information synchronized back
from NetSuite, giving a 360° view to the customer. Meanwhile, NetSuite benefits from receiving accurate
order data from Salesforce in real-time, reducing manual order entry and errors.

2. Architectural and Technical Considerations for Integrating
NetSuite & Salesforce

Successfully integrating Salesforce and NetSuite requires careful architecture and planning. Here are
key considerations:

e System Roles and Data Flow Design: Determine which system will be the system of record for
each data entity and define the data flow directions (Source: stacksync.com). For example, Accounts

(customers) might be mastered in Salesforce and synced to NetSuite as Customers, whereas
Products (items) and inventory levels could be mastered in NetSuite and synced to Salesforce
(Source: stacksync.com)(Source: stacksync.com). Clearly delineate these responsibilities upfront. A

common design is: Salesforce is authoritative for customer and sales data (accounts,
opportunities/orders), and NetSuite is authoritative for products, pricing, inventory, and fulfillment
records. However, every organization should map out each object: e.g. Account ¢ Customer (bi-
directional sync or one-way), Opportunity - Sales Order, Sales Order fulfillment - Order status. A
data governance plan should specify how conflicts are resolved and how reference keys (IDs) will be
mapped or stored (for instance, storing the NetSuite record IDs on Salesforce records for cross-
reference) (Source: trailhead.salesforce.com)(Source: trailhead.salesforce.com).

¢ Integration Trigger: Real-Time vs. Batch: Decide if integrations need to occur in real-time (event-
driven) or on a batch schedule (periodic sync). Real-time integrations (e.g. an Opportunity in
Salesforce instantly creates a Sales Order in NetSuite upon closing) ensure up-to-the-minute data
consistency and faster fulfillment, at the cost of added complexity and API usage. Batch integrations
(e.g. syncing all new orders hourly or nightly) can simplify error handling and reduce API calls, but
introduce latency. Often, a hybrid approach is used: critical flows like “Opportunity-to-Order” are
real-time, while less urgent data (e.g. nightly sync of updated price lists or weekly invoice syncs) are
done in batch during off-peak hours (Source: stacksync.com). The architectural decision should
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weigh business requirements for immediacy against system load and rate limits. Many organizations
start with near-real-time for key transactions and use scheduled jobs for high-volume, non-critical
data.

e Integration Topology (Point-to-Point vs. Middleware): Choose between a point-to-point
integration or using a dedicated integration/middleware layer. In a point-to-point architecture,
Salesforce and NetSuite communicate directly via their APIs (for example, Salesforce Apex callouts
directly invoking NetSuite web services, or NetSuite SuiteScript calling Salesforce APIs). This can
work for simpler integrations but can become fragile and hard to maintain as complexity grows (any
change in one API or authentication method requires code updates, error handling must be custom-
built, etc.). A middleware or iPaaS (Integration Platform as a Service) introduces a separate layer
(e.g. MuleSoft, Boomi, Celigo Integrator.io, Workato, Jitterbit) that acts as a broker between
Salesforce and NetSuite. Middleware can orchestrate multi-step processes, transform data,
handle errors, and apply robust monitoring and retry logic out-of-the-box. It adds an extra
component but greatly improves flexibility and manageability for enterprise scenarios. We discuss
integration patterns in detail in section 5, but architecturally it's crucial to decide early on whether to
utilize an enterprise integration platform or custom code. Many enterprises choose an iPaaS for its
faster implementation and managed capabilities, unless they have the in-house resources to build
and support custom integration code.

e Sequence and Orchestration: NetSuite and Salesforce have interdependent data that may require
orchestrated sequencing. For example, when sending an Opportunity/Order from Salesforce to
NetSuite, the integration may need to ensure the customer record exists in NetSuite first (and if not,
create it), and that each product SKU on the order exists in NetSuite's item list. This might involve
multiple API calls in the correct order. Architecturally, you might design a composite flow: Account
Sync = Product Sync - Order Sync. If using middleware, this can be one orchestrated workflow; if
using custom code, logic must be implemented to check for existence and create dependencies
before creating the main transaction. Similarly, when sending fulfillment updates from NetSuite to
Salesforce, you might need to ensure the corresponding order record exists in Salesforce (perhaps
created earlier or on-the-fly). These orchestration needs influence the design: you may need
transactional integrity across systems (e.g., using a middleware transaction or compensating logic
if one step fails after others succeeded). NetSuite’'s APIs do not support multi-step transactions
natively, so the integration layer must handle partial failures (for instance, if customer creation

succeeds but order creation fails, decide on retry or rollback).

¢ Data Volume and Scalability: Consider the expected data volumes and throughput between the
systems. If the business processes hundreds of orders per day, the integration design must handle
that load within API limits. For instance, NetSuite accounts have a concurrency limit for web services
calls (by default, ~5 concurrent requests per account, though this can be increased with SuiteCloud

Plus licenses) (Source: docs.jitterbit.com)(Source: docs.jitterbit.com). Salesforce imposes API call
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limits (e.g. a fixed number of API calls per 24-hour period for an org) and concurrent Apex limits.
These factors affect whether a synchronous “per order” integration is feasible or if a queued/batch
approach is needed. Architectural strategies like rate limiting, queuing, and batch commits are
often employed - e.g., using a message queue to buffer order requests and processing them in a
controlled manner to avoid overloading either system. We cover performance tuning in section 10.

e Error Handling Strategy: From an architectural standpoint, plan how errors will be handled across
system boundaries. A robust integration should not silently drop failed transactions nor leave
systems out-of-sync without alerting. Common patterns include a centralized error queue or log
where failed sync operations are recorded, and an alerting mechanism (email or dashboard) to notify
support teams (Source: stacksync.com). Decide if the integration will attempt automatic retries for

transient errors (e.g., network glitches or NetSuite record locks) and how many retries before human
intervention. It's also important to consider idempotency - if an operation is retried, ensure it does
not create duplicate records (for example, if a “create order” call timeouts and is retried, the logic
should check if NetSuite actually created the order to avoid creating a second one). These
considerations inform whether you design the integration to be stateful (tracking what's been synced
with identifiers) or stateless with idempotent operations (using unique external IDs, etc.). We will
discuss specific error handling best practices in section 8.

e Security and Compliance: Both systems contain sensitive business data, so integration must be
designed with security in mind. This includes deciding on the authentication mechanism (covered
in section 9), securing data in transit (HTTPS for all API calls, SSL certificates if needed), and
possibly masking or omitting sensitive fields if they are not needed on the other side. Additionally,
consider compliance requirements: e.g., if integrating customer financial data (invoices, payments)
from NetSuite to Salesforce, ensure that the Salesforce org has appropriate data protection (some
companies choose not to sync full credit card info or personal data, or use Salesforce Shield
encryption for certain fields). An architectural decision might be to store only references in
Salesforce with a lookup to NetSuite for highly sensitive info, rather than duplicating it. Also, if using
a middleware, evaluate its security certifications (SOC2, I1ISO27001, etc.) and ensure it is authorized
to handle your data.

In summary, the architecture for Salesforce-NetSuite integration should be thoughtfully designed upfront.
It should clarify data ownership, synchronization triggers, tools/platforms to use, sequence of operations,
and how to handle failures and growth over time. The next sections will delve into the specific
technologies (NetSuite web services and Salesforce APIs) and how to apply them within these
architectural guidelines.
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3. NetSuite's Web Services (SOAP & RESTIets) and Their
Capabilities

NetSuite provides a rich integration toolkit known as SuiteTalk, which includes both SOAP-based web
services and RESTful endpoints (RESTlets and REST web services). Understanding these options is
crucial for leveraging NetSuite in an order integration:

e SuiteTalk SOAP Web Services: NetSuite's SOAP APl is a comprehensive, WSDL-based web
service that exposes nearly all NetSuite record types and functions. It allows external systems to
programmatically create, retrieve, update, and delete NetSuite records, as well as perform
searches and run workflows (Source: docs.oracle.com). In the context of order fulfillment, the SOAP

API can be used to create Sales Orders in NetSuite, retrieve inventory levels or order status, and even
trigger fulfillment transactions or attachments (e.g., attaching a file to a record) via specialized
operations. The SOAP API supports a wide range of operations beyond CRUD: for example,
initialize (to initialize related records like creating an Invoice from a Sales Order),
getSelectvalue (to retrieve dropdown list values), or operations to attach/detach records and
upsert records (Source: docs.oracle.com). This means integrators can mimic almost any action

available in the NetSuite Ul. NetSuite's SOAP is enterprise-grade: it supports session management
(login and session tokens) or a stateless operation mode using request-level credentials, and it
enforces business logic and permissions as if a user performed the actions. The SOAP API is often
used by integration middleware tools (e.g. Boomi, MuleSoft connectors) and has strong support in
terms of documentation and existing code samples. One thing to note is that SOAP requests and
responses are XML-based and can be verbose; they require parsing XML and understanding
NetSuite's complex schema (for example, handling RecordRef IDs, sublist structures for order line
items, etc.). NetSuite publishes an XML schema (WSDL) for each version, and clients generate proxy
classes from it. Performance-wise, SOAP calls are synchronous and typically one record per call
(though there are batch operations like addrist, updateList for multiple records, and even
asynchronous bulk job submission for certain record types). NetSuite advises using SOAP mostly for
system-to-system integrations where reliability and completeness are needed (Source:
docs.oracle.com), whereas newer lightweight options (REST) can complement in specific cases.

Capabilities Summary: The SOAP API can handle everything needed for order integration: creating a
sales order, updating it (e.g., marking it approved or adding a PO number), reading its status,
searching orders by criteria (e.g., find all orders that shipped today), etc. It adheres to NetSuite's
governance limits - for instance, each SOAP request consumes some API governance units and the
size of requests is capped (SOAP requests can be up to ~100MB, and attachments are handled via

separate calls) (Source: docs.oracle.com). Authentication for SOAP can be done via NetSuite's

Token-Based Authentication (highly recommended) or legacy user credential login (which is now
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deprecated for new integrations) (Source: docs.oracle.com). We will discuss authentication in

section 9, but notably, as of 2020+ NetSuite requires token auth for SOAP in most cases (Source:
docs.oracle.com). In summary, if you need a robust, standard API to integrate NetSuite, SOAP

SuiteTalk is a proven choice with full coverage of order management functionality.

o NetSuite RESTlets: RESTlets are a custom RESTful API approach within NetSuite. A RESTlet is
essentially a server-side script (written in SuiteScript, NetSuite's JavaScript-based scripting
language) that is deployed at a REST endpoint. Developers can create RESTlets to expose any
NetSuite functionality or business logic that can be scripted. This provides extreme flexibility: a
RESTlet can execute multiple operations in one call or perform complex logic (for example, a single
RESTIet call could create or update several records in one transaction, apply custom business rules,
and return a tailored JSON response). Because RESTlets are custom code, you can tailor the
request/response format (commonly JSON) and implement your own simple protocols. In an
integration, one might write a RESTlet that, say, accepts a JSON payload representing an order (with
customer info, line items, etc.), and the RESTlet code would then create the appropriate NetSuite
records (customer if new, then sales order, and maybe even an invoice or fulfillment record) in one
go. This could reduce the number of round trips compared to SOAP which might require separate
calls for each object (Source: docs.oracle.com)(Source: docs.oracle.com). RESTlets run in the

NetSuite environment, so they have full access to SuiteScript modules (record APIs, search APls,
etc.) allowing for orchestration on the NetSuite side. They are typically invoked via a simple
HTTP(S) POST or GET to a URL that includes the script and deployment ID.

Capabilities & Considerations: RESTlets support JSON input/output (as well as XML or other text if
coded, but JSON is typical) (Source: docs.oracle.com). They use the same underlying API limits as

SOAP (governed by the SuiteCloud platform concurrency and request limits) (Source:
docs.oracle.com). Because they are custom, there is no out-of-box WSDL or metadata — integrators

must coordinate with the NetSuite developer on the contract for each RESTlet (endpoint URL,
required fields, etc.). For authentication, RESTlets can use Token-Based Auth or OAuth2; as of 2021,
NetSuite disallowed new RESTIlets from using user credentials (NLAuth) for security (Source:
docs.oracle.com)(Source: docs.oracle.com). One key benefit of RESTlets is efficiency and

performance for certain tasks: Oracle’s documentation notes that RESTlets can often be the fastest
integration method because they allow bundling of actions and custom logic in one call, whereas
SOAP might require multiple round trips (Source: docs.oracle.com). For example, a well-written

“createOrder" RESTIet could handle all logic server-side in one HTTP call, whereas using SOAP you
might need to call add(customer) , then add(salesorder), then perhaps attach (payment) in
separate requests. This efficiency makes RESTlets attractive for real-time integrations where
minimizing latency is important. However, there are trade-offs: developing and maintaining RESTlet
scripts requires SuiteScript expertise, and any changes (like adding a new field) mean updating the
script code. Also, error handling must be coded within the RESTlet to return meaningful messages to
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the caller; otherwise debugging can be challenging. In summary, RESTlets are excellent for custom,
complex integration needs - they can implement business-specific logic and reduce external
orchestration — but they introduce custom code that must be managed.

e SuiteTalk REST Web Services (REST API): In recent years, NetSuite has introduced a new official
RESTful API (often called the SuiteTalk REST API) to complement SOAP and RESTlets. This is a REST
API that does not require custom scripting — it exposes standard NetSuite records through REST
endpoints, following standard REST conventions (with JSON payloads). As of 2025, the SuiteTalk
REST API supports core record CRUD (get, add/post, patch, delete) and also has capabilities like
performing searches and saved queries (including the powerful SuiteQL query language for
analytics-like queries) (Source: docs.oracle.com)(Source: docs.oracle.com). It also provides a

discovery catalog of metadata, so clients can retrieve lists of available record types and their
schemas (Source: docs.oracle.com). The benefit of SuiteTalk REST is that it's easier to use for

developers familiar with REST/JSON, and you don't have to deploy custom scripts for basic
operations. It's suitable for integrations that can be accomplished with standard operations on
records. For example, to integrate orders, one could use the REST APl to POST /salesOrder witha
JSON body to create an order, and GET /salesOrder/{id} to check status, etc., similar to SOAP
but in REST form. SuiteTalk REST also supports OAuth 2.0 for authentication (including token-based
OAuth 2.0 flows) (Source: docs.oracle.com)(Source: docs.oracle.com). Its performance is similar to

SOAP for like-for-like operations (Source: docs.oracle.com), though in some cases REST may need
fewer calls because of its design (and features like SuiteQL can retrieve filtered data in one request).
A limitation is that not every NetSuite feature is immediately available via REST (especially newer or
less common record types, complex subrecord structures, or certain workflows might still require
SOAP or custom RESTIet). Oracle's guidance often suggests evaluating the use case: if the needed
operations are supported by the REST API, it can be a good modern choice, otherwise SOAP or

RESTlets might be necessary (Source: docs.oracle.com).

In our integration context, one could potentially use the SuiteTalk REST API to create and update
sales orders directly, avoiding writing a RESTlet script. However, if any custom logic or multi-step
process is needed, a RESTlet might still be the better choice. It's possible to even mix approaches:
e.g., use REST API for straightforward record sync (like simple Customer or Product record creation
from Salesforce), but use a custom RESTlet for a complex transaction that involves multiple records
or business logic not achievable with standard APIs.

Summary of NetSuite Integration Options: NetSuite's web services offer a toolbox — SOAP for a
robust, standardized approach with broad coverage, RESTlets for custom and high-performance tailored
integrations, and the newer REST API for a RESTful alternative to common SOAP functions. All three
share underlying governance: they count toward the same concurrency and API limits for the account
(Source: docs.oracle.com). They also can coexist; you can employ multiple methods in one integration if

needed. It's important to choose the right tool for each aspect of the integration. For example, an
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enterprise integration might use SOAP (via an iPaaS connector) for most data sync operations but also
deploy a RESTlet for a particularly complex “Sync Order and Related Records"” call to reduce complexity
on the Salesforce side. NetSuite's flexibility in this regard is powerful. In terms of capabilities for order
fulfillment, any of these methods can create sales orders, retrieve order status, and even initiate
fulfillments or retrieve fulfillments (NetSuite's Item Fulfillment record). SOAP would use operations like
add () a SalesOrder record or update() to mark it fulfilled; RESTlets could load a SalesOrder and
perform actions via SuiteScript; the REST APl would POST /salesOrder OF PATCH /salesOrder/{id} .

The choice will depend on the integration pattern and resources available.

Note: Another option not to overlook is NetSuite Suitelets (a custom Ul/page that could also be invoked
via HTTP). Suitelets can act like custom APIs too (similar to RESTlets but not limited to REST semantics).
However, Suitelets are less commonly used for system integrations (they're more for building custom Ul
or forms), so we won't cover them in depth here. Most integrations will lean on SOAP, RESTlet, or the
REST web services.

4. Salesforce APIs and Apex for Creating/Managing Orders

Salesforce provides multiple APl mechanisms that are relevant for integration: the out-of-the-box
Salesforce Web Service APIs (REST and SOAP) and the ability to use Apex code for custom
integration logic.

e Salesforce REST API: The Salesforce REST APl is a lightweight, JSON-based API for interacting with
Salesforce data. It allows external systems (or integration middleware) to perform CRUD operations
on standard and custom objects in Salesforce via HTTP endpoints. For example, one can GET
/sobjects/Order/<Id> to retrieve an order, or POST /sobjects/Order/ to create a new order
record by providing a JSON body of field values. Similarly, one can query records using SOQL via the
REST APl (GET /query?g=<SOQL query> ). The REST API is known for its ease of use and is the
preferred method for many integration scenarios, especially when being called from external systems
that speak HTTP+JSON. It is well-suited for creating or updating Salesforce Orders from NetSuite
or an integration app: NetSuite (or middleware on its behalf) can call the Salesforce REST API to
insert an Order record in Salesforce once a NetSuite Sales Order or fulfillment is completed, for
instance. The Salesforce REST API is comprehensive — nearly any object (Account, Contact, Product,
Order, Orderltem, etc.) can be accessed, and it respects Salesforce’s field-level security and
validation rules just as the Ul does. If an integration needs to relate records (e.g., relate an Order to
an Account), the APl can accept relationship fields (like setting the Accountid on an Order).
Salesforce also offers a Composite REST API that allows batching multiple operations in one call or
performing composite graph operations (e.g., create an Account and related Order in one request),
which can be useful to reduce round trips in integration. Additionally, for very large data loads,
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Salesforce provides Bulk APIs (which are REST-based, asynchronous batch processing APIs) — for
example, if you needed to sync thousands of records in a nightly job, Bulk APl might be used by an
ETL tool.

o Salesforce SOAP API: In addition to REST, Salesforce has a SOAP API with WSDL, which similarly
allows CRUD operations on records. Many enterprise integration tools (and older custom
integrations) use the Salesforce SOAP API. It provides operations like create(), update() ,
upsert () , query() , etc., and can also describe the object metadata. Functionally, it overlaps with
the REST API (they achieve the same goals). Using SOAP might be appropriate if the integration
platform or library already has a SOAP client stub, or if doing a direct server-to-server integration in a
language where SOAP libraries are readily available. However, these days the REST API is often
preferred for new integrations due to its lighter weight and JSON support. In our NetSuite context, if
one were writing a SuiteScript in NetSuite to call into Salesforce, calling a REST endpoint (with JSON
payload) tends to be simpler than constructing a SOAP XML request inside script.

¢ Apex for Outbound Callouts: Apex is Salesforce’s proprietary Java-like programming language that
runs on the Salesforce platform. One of its powerful features for integration is Apex callouts, which
allow Salesforce to make HTTP requests to external services. This means we can write Apex code in
Salesforce that calls NetSuite's web services (RESTlet or REST API, or even SOAP via HTTP). For
instance, one could write a trigger or a scheduled Apex job that, when a Salesforce Opportunity is
marked “Closed Won" the Apex code gathers the necessary data and makes an HTTP POST to a
NetSuite RESTlet or REST API endpoint to create a Sales Order in NetSuite. Similarly, Apex could be
used to call NetSuite to update records (e.g., send customer updates). Apex supports callouts to
REST and SOAP endpoints. For SOAP, Salesforce provides a WSDL2Apex tool that can generate
Apex classes from a WSDL (the NetSuite SOAP WSDL can be used this way, although due to its size
and complexity, Salesforce's governor limits sometimes make this approach challenging — often a
better approach is to call a lightweight RESTlet rather than using the SOAP WSDL directly in Apex).
For REST callouts, Apex has an urTp library where you can construct requests, set headers
(including authentication headers), and parse responses.

Using Apex callouts creates a point-to-point integration from Salesforce’s side. One must manage
the callout limits (Salesforce allows only a certain number of callouts per transaction and has a
timeout limit of 120 seconds), and ensure the callouts are done asynchronously if they're in a trigger
context (Salesforce requires callouts from triggers to be done in an async manner, e.g., using
@future or Queueable Apex) (Source: stackoverflow.com)(Source: stackoverflow.com). An example

pattern: a trigger on Order (after insert) could enqueue an Apex job to send that new order to
NetSuite via a RESTlet. The Apex code would construct a JSON from the Order record (including
related data like Account, order products) and do HttpRequest to NetSuite's RESTlet URL, including
the required auth token in the header. Salesforce would then handle the response — maybe parse the
NetSuite Sales Order ID returned and save it back on a field in Salesforce for reference (Source:
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stackoverflow.com)(Source: stackoverflow.com). This is a viable approach for simpler integration

needs or when an organization wants the integration logic residing in Salesforce. However, one
should carefully consider error handling (what if the callout fails? The Apex code needs to catch
exceptions and perhaps retry via some mechanism or log the failure). Salesforce doesn't natively
have a robust retry queue for failed callouts — you might need to build a custom retry mechanism
(e.g., persist failed records and use a scheduled job to retry). This is why many choose to have an
external middleware handle it, but Apex callouts are certainly an option.

e Apex Web Services (Inbound): On the flip side, Salesforce allows exposing custom endpoints via
Apex — you can create an Apex REST service or an Apex SOAP service. For example, you could write
an Apex QRestResource class that NetSuite (or any external system) could call to create an Order in
Salesforce. This might not be necessary if the standard Salesforce REST API can do the job (which it
usually can), but it's useful if you want to encapsulate some logic or create a higher-level API. For
instance, an Apex REST endpoint could accept a complex payload (maybe an Order plus related
records) and internally handle creating multiple Salesforce records (account, order, order line items)
in one transaction, then return a simplified response. Essentially, this is analogous to NetSuite's
RESTlet concept, but on Salesforce side. In practice, though, because Salesforce’s standard APIs are
quite capable, many integrations simply use those directly and do not require custom Apex services.

e Salesforce Order API considerations: The Order object in Salesforce may need special handling in
APl use. Notably, an Order usually must be associated to an Account (and optionally a Contract).
Also, Salesforce by default requires an Order to be “Activated” to signify it's an active order ready for
fulfillment or billing; creating an Order via API with status “Draft” is straightforward, but to Activate
an Order, the API user needs the right permissions (and activation may lock some fields from
editing). Integrations often will create the Order and then set it as Activated if they want to indicate
it's ready (some organizations skip using the Order object and only use Opportunity, especially if not
leveraging Salesforce's orders at all — but since the question is specifically about “Salesforce order
fulfillment”, we assume the Order object is in play). Additionally, if syncing fulfillment status from
NetSuite, one might use fields on the Salesforce Order (e.g., a custom picklist for Fulfillment Status,
or use the built-in Status field which might be repurposed). These updates can be done via API as
well. Salesforce’s APIs enforce validation rules and business rules, so if there are any custom
required fields on Order, the integration must supply them.

e Working with Related Records: When using Salesforce APIs to create data, be mindful of
references. For example, to create Order Line Items (Order Products), you need to have the Order
created first (getting its Salesforce ID) and the PricebookEntry IDs for the products. This sometimes
means the integration has to query or cache reference data (e.g., "PricebookEntry for Product X at
Pricebook Y"). If using Apex within Salesforce, you have the advantage that you can query Salesforce
data easily in Apex to get those references. If using external calls, you might need additional API calls
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to retrieve IDs. Salesforce's composite API, as mentioned, can bundle some of this: you can create an
Order and its Orderltems in one composite request where the Order ID from the first sub-request is
referenced in subsequent sub-requests.

Use Case in Our Context: Let's illustrate a common approach: Salesforce-to-NetSuite order push — A
Salesforce Apex trigger on Opportunity (Close Won) could collect opportunity data and call a NetSuite
RESTlet to create a Sales Order (Source: stacksync.com)(Source: stacksync.com). Conversely, for

NetSuite-to-Salesforce updates, one might avoid writing in NetSuite (which is possible via SuiteScript
to call out, but many prefer the middleware to handle this). If NetSuite were to directly update Salesforce,
it could use a SuiteScript (RESTlet or Suitelet) to issue an HTTP call to Salesforce's REST API (with OAuth
token) to update the corresponding Salesforce Order record status. NetSuite's SuiteScript https
module would be used for that. Often, though, companies use middleware or scheduled jobs for
NetSuite~>Salesforce direction to centralize error handling. In any case, Salesforce's APIls (whether
invoked directly by NetSuite scripts, by middleware, or by any code) will be the mechanism to create and
modify Salesforce records as part of the integration. They “enable direct integration with Salesforce
objects and processes” — meaning you can not only manipulate data but also trigger automation: e.g.,
inserting an Order via API can trigger Salesforce workflow rules or flows (if configured) like sending an

order confirmation email (Source: stacksync.com).

To summarize, Salesforce provides the building blocks on its side: a rich REST API, a SOAP API, and the
Apex platform for custom integration logic. These can be leveraged in various combinations. For a point-
to-point integration scenario, you might see Salesforce Apex making callouts to NetSuite (e.g., push
order to NS on close-won), and perhaps NetSuite calling Salesforce REST to update statuses. In a
middleware scenario, the middleware itself will use these Salesforce APIs under the hood (e.g., a Boomi
connector uses Salesforce SOAP/REST API to upsert records; MuleSoft may use a Salesforce connector
which wraps the REST API). Thus, understanding these APIs ensures you can configure or troubleshoot
the integration at a low level when needed.

5. Integration Patterns and Tools (Point-to-Point vs Middleware)

When connecting Salesforce and NetSuite, there are several integration patterns to choose from. Each
pattern has its pros and cons in terms of effort, flexibility, and scalability. Below we outline the major
approaches with examples:

e Point-to-Point (Custom API Integration): This pattern involves writing custom code to directly
connect Salesforce and NetSuite using their native APIs (as described above). For example, a
developer might implement Apex callouts in Salesforce to NetSuite RESTlets, and/or SuiteScript in
NetSuite to call Salesforce's APIls. The data flows directly between the two systems without an
intermediary. This APl-based custom integration leverages the native SOAP/REST APIs of both
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platforms and possibly a custom application or script to mediate (Source: stacksync.com). The
advantage here is complete control and potentially lower ongoing costs (no middleware

subscription). It's best for organizations with strong in-house technical expertise and unique
requirements that off-the-shelf solutions can’'t meet (Source: stacksync.com). However, the initial

development is significant and requires maintaining the integration code through system updates.
Without careful design, point-to-point integrations can become brittle (“spaghetti integration”) if
multiple flows are all custom-coded. Error handling and monitoring must be built from scratch. This
approach is like “rolling your own" integration - very flexible but you are responsible for all aspects
of it. It's feasible for well-defined use cases and small scale, but as complexity grows (more object
syncs, more logic), many companies find this hard to maintain long-term unless they dedicate
developer resources.

e Pre-Built Integration Apps/Connectors: A number of vendors offer turnkey integration solutions
specifically for Salesforce-NetSuite. These are pre-built integrations or connectors that usually
provide a configurable, but largely out-of-box, integration between the two systems. Examples
include Celigo (which offers a Salesforce-NetSuite Integration App), Breadwinner (a solution that
surfaces NetSuite data inside Salesforce and syncs records), and others (Source: stacksync.com).

These typically come with pre-defined flows for common objects: e.g., Account to Customer sync,
Opportunity to Sales Order sync, Product sync, etc., often implementing the best practices by
default. They often feature a user-friendly interface for mapping fields and enabling or disabling
certain flows. The benefit is rapid deployment - you can get basic integration running in days, and
you don't need to reinvent the wheel for standard behaviors. They also tend to have robust error
handling and logging built-in, since they are purpose-built for this integration. The downside can be
cost (these are commercial products or require subscription licenses) and limited customization -
if your business processes deviate from the norm, the pre-built solution might not handle it without
customization. According to one source, these tools may be “best for organizations seeking fast
implementation with minimal technical requirements,” but could be “limited when complex business
processes or custom fields come into play.”(Source: stacksync.com)(Source: stacksync.com). Still,

many mid-size companies start with a pre-built solution to quickly connect Salesforce and NetSuite,
achieving immediate benefits, and only consider custom work if absolutely needed.

o Middleware | iPaaS (Integration Platform as a Service): This pattern uses a general-purpose
integration platform to mediate between Salesforce and NetSuite. Examples of enterprise iPaaS
include Dell Boomi, MuleSoft Anypoint Platform, Workato, Jitterbit, Tray.io, Informatica
Intelligent Cloud Services, and others (Source: stacksync.com)(Source: stacksync.com). These

platforms provide connectors or adapters for Salesforce and NetSuite, and a visual interface or low-
code environment to build integration flows. For instance, using Boomi, one might configure a
listener on Salesforce (or schedule) that triggers a flow to fetch new Opportunities and then a
NetSuite connector shape to create Sales Orders, with mapping steps in between. MuleSoft (now
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owned by Salesforce) offers packaged integration templates and a powerful data transformation
language (DataWeave) to handle complex mappings. Workato provides recipe templates and a low-
code approach, etc. The advantage of middleware is scalability and flexibility: they can handle
multi-step orchestrations, complex transformations (e.g., combining data from multiple objects), and
typically include error retry and monitoring dashboards. They also excel when you need to
integrate multiple systems, not just Salesforce and NetSuite — for example, add an e-commerce
platform into the mix. The limitations are that they still require some configuration/development
(though much less than writing raw code) and expertise with the platform, and they add another
moving part (the iPaaS itself). Organizations often choose iPaaS when they have multiple integration
needs or foresee many custom requirements. It provides a unified platform to manage all integrations
rather than a bunch of disparate scripts. Specifically for Salesforce-NetSuite, iPaaS solutions often
have pre-built connectors: Boomi and MuleSoft have certified connectors for NetSuite (using
SuiteTalk SOAP under the hood) and for Salesforce, which handle the APl communication details for
you. You then focus on mapping and business logic. For example, you might map Salesforce fields to
NetSuite fields in a graphical mapper and use the platform’s tools to do things like date format
conversion or ID lookups (like translating a Salesforce Account ID to a NetSuite Customer internal ID
by storing a cross-reference table). Many iPaaS also support webhooks or event-driven triggers -
e.g., Salesforce publishes a platform event that a new Order needs syncing, which the iPaaS
subscribes to in real-time (reducing polling). In summary, middleware offers a balanced approach:
faster development than custom from scratch, high flexibility, and a lot of out-of-box functionality
(including things like automated documentation, versioning, etc.) (Source: stacksync.com). It's

commonly used by enterprises that need enterprise-grade integration with less risk: if either
Salesforce or NetSuite changes (upgrades APls, adds fields), the iPaaS layer can usually be adjusted
quickly without significant code rewrite.

Examples: A company might use Dell Boomi to implement the entire quote-to-cash integration:
Boomi listens for a closed-won Opportunity from Salesforce, then orchestrates calls to NetSuite
(maybe first checking if the customer exists, creating it if not, then creating the sales order, then
perhaps waiting for a fulfillment status update from NetSuite and routing that back to Salesforce).
Meanwhile, Boomi manages errors: if NetSuite is down or returns an error, Boomi can catch it and
automatically retry or send an alert. Another company might use MuleSoft with its template that
does "Opportunity to Order” — MuleSoft's template could handle the standard fields and you just
adjust it for any custom fields.

e Hybrid Approaches: It's worth noting that some integrations use a hybrid of the above. For
example, you might primarily use an iPaaS, but also deploy a small custom NetSuite RESTlet to
handle a specific operation more efficiently. The iPaaS then calls that RESTlet rather than doing
multiple SOAP calls. Or a company might start with a pre-built connector like Celigo and later extend
it using Celigo's platform (Integrator.io allows adding custom flows or hooks in SuiteScript). The lines
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can blur — modern iPaaS often allow custom scripting at certain points, and custom integrations
might utilize middleware components (like using an AWS message queue as a buffer). The key is to
design for maintainability and scalability. As the integration grows (more objects, higher volume),
having an architectural structure (like middleware or at least a well-organized codebase) becomes
crucial.

Choosing the Right Pattern: Organizations should consider factors like available technical skillset,
budget, timeline, complexity of processes, and long-term maintainability(Source: stacksync.com)

(Source: stacksync.com). For instance, if you have no in-house developers with NetSuite experience, a

pre-built or iPaaS solution will reduce risk. If you have a tight timeline to get basic sync working, a pre-
built template or connector can jumpstart the project (Source: stacksync.com). If your integration

involves multiple steps and transformations (say, an order in Salesforce becomes not just one sales order
in NetSuite but also triggers project creation or subscription records), an iPaaS with graphical
orchestration might handle that more cleanly. And of course, budget matters: custom development is
upfront cost, whereas iPaaS and pre-built connectors are ongoing subscriptions (but they save you from
needing to hire full-time integration developers).

To quote a resource, in a guide to 2025 integration strategies, the author notes: Pre-built solutions are
best when you want fast deployment and lack technical staff, middleware platforms are ideal when
integrating many systems and need a general framework, and custom API integration fits when you have

unique needs and in-house talent (Source: stacksync.com)(Source: stacksync.com). Many companies

actually evolve through these: perhaps starting with a pre-built or simple solution, and as they grow,
moving to an iPaaS for more control, or vice versa if cost becomes an issue.

In our context of Salesforce order fulfillment, all patterns can achieve the end goal - the difference is in
how you implement and support it. For example:

e Using custom integration: Salesforce trigger calls NetSuite RESTlet for each order (point-to-point).
You would implement logging in Salesforce (maybe a custom object to log integration attempts) and
handle errors in Apex. NetSuite might have a corresponding script to call back or just rely on the
Salesforce call.

e Using middleware: The middleware subscribes to a Salesforce event or polls for new orders, then
uses the NetSuite connector to create the order, and updates Salesforce back via the Salesforce
connector. The middleware provides a console to see all transactions and errors (perhaps with retry
buttons).

e Using a pre-built connector: You install/configure it, and it internally handles triggers via either
platform events or polling and uses whichever method the vendor determined (some use a mixture of
SOAP and RESTlets behind the scenes for efficiency). You mostly just map custom fields and set
toggles (like "sync orders when Opportunity stage = Closed Won").
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No matter the pattern, it's important to also consider future scalability — if you plan to integrate
additional systems (e.g., e-commerce storefronts, CPQ systems, payment gateways), an extensible
approach like middleware might be more future-proof. But if Salesforce and NetSuite are the only two
systems to integrate, a focused solution (custom or a specialized connector) might suffice.

In summary, point-to-point gives you control but requires heavy lifting in coding and maintenance, pre-
built solutions give you speed but may need to adapt to your processes, and middleware gives a middle
ground of flexibility with less low-level coding, at the expense of another system to manage. The next
section will illustrate how these integrations actually flow by walking through typical order sync and
fulfillment workflows in a few scenarios.

6. Workflow of Order Sync and Fulfillment (with Real-World
Examples)

Integrating Salesforce and NetSuite for order fulfillment involves multiple synchronization workflows.
Let's break down a typical end-to-end scenario and then provide a real-world example to illustrate:

Typical Order Integration Workflow:

1. Opportunity Won in Salesforce - Sales Order in NetSuite: When a sales opportunity is marked as
Closed-Won in Salesforce (or when a salesperson clicks “Generate Order”), integration logic is
triggered. The integration collects the necessary data from Salesforce — e.g., Account (customer
details), Opportunity (order header info like opportunity name or close date as order date),
Opportunity Products (the line items: which products, quantities, prices). It then creates a Sales
Order record in NetSuite via web services. If the customer (Account) does not yet exist in NetSuite,
the integration will create a NetSuite Customer record first (using the Account data) or update an
existing one (Source: stacksync.com)(Source: stacksync.com). Once the Sales Order is successfully

created in NetSuite, the NetSuite order number or internal ID is typically returned and stored back in
Salesforce (for reference) — for instance, populating a custom field “NetSuite Order ID" on the
Opportunity or Order object in Salesforce (Source: frailhead.salesforce.com)(Source:

trailhead.salesforce.com). This eliminates duplicate data entry: the sales team doesn’t have to re-key

orders into NetSuite, and the order moves into the fulfillment system immediately. Business impact:
Orders flow to fulfillment faster, and errors from re-entry are eliminated (Source: stacksync.com)

(Source: stacksync.com). In our example, as soon as a deal closes, NetSuite will have that order
ready in the queue for warehouse processing (Source: stacksync.com)(Source: stacksync.com).
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2. NetSuite Order Fulfillment - Status Update in Salesforce: NetSuite users (warehouse or
operations team) will then process the sales order. They may perform a pick/pack/ship process and
mark items as fulfilled in NetSuite (resulting in an Item Fulfillment record and updating the Sales
Order status to “Pending Billing" or "Billed” once invoiced). The integration needs to catch these
events or periodically poll for status changes. When NetSuite indicates an order has shipped (or
partially shipped), the integration will update Salesforce. Often, this is done by creating or updating a
corresponding Order record in Salesforce, or at minimum updating fields on the Opportunity or a
custom “ERP Order Status” object. For example, if using the Salesforce Order object, the integration
could create a Salesforce Order and Order Line Items that mirror the NetSuite sales order (if not
already created), or if an Order record was already in Salesforce, simply update its status field to
“Fulfilled"” and maybe populate tracking numbers or shipping dates. If Salesforce is primarily used by
account managers or customer support, having this info is crucial for customer transparency. A
synced status means a salesperson can answer, “Yes, your order shipped on X date, here's the
tracking number,” by looking in Salesforce, without logging into NetSuite. This part of the workflow
can be real-time (NetSuite can send a notification via SuiteTalk or a webhook on fulfillment) or near-
real-time (integration polls NetSuite every 15 minutes for newly fulfilled orders). Business impact: It
provides visibility to Salesforce users on fulfillment progress (Source: gurussolutions.com)(Source:

gurussolutions.com), enhancing customer service. It also closes the loop on the order in Salesforce,

which is useful for reporting and analytics (e.g., to calculate order cycle time from close to
fulfillment).

3. Inventory and Product Updates (NetSuite - Salesforce): For effective order fulfillment,
salespeople need to know product availability when placing an order. A typical auxiliary workflow is
syncing inventory levels from NetSuite to Salesforce. NetSuite, being the inventory system, can
provide current stock levels or backorder status. The integration can periodically update a "Available
to Sell" quantity for each product in Salesforce or flag products that are out-of-stock. In Salesforce,
this information might be shown to the sales reps when they add products to Opportunities or Orders
(there are various ways, from a custom field on the Product object to a Visualforce/Lightning
component that calls NetSuite in real-time). A simpler approach is daily or hourly sync of inventory
numbers. Business impact: Sales reps avoid selling items that can’t be fulfilled, preventing
customer disappointment (Source: stacksync.com)(Source: stacksync.com). Additionally, product

catalog sync (new products or price changes in NetSuite syncing to Salesforce) ensures that sales

quotes are using the latest info (Source: stacksync.com).

4. Invoice and Payment Sync (NetSuite - Salesforce): After fulfillment, NetSuite will generate
invoices and record payments. Many integrations include syncing key financial information back to
Salesforce — for instance, posting an Invoice record or at least updating the status “Invoiced” and
maybe adding invoice PDF links or payment status. This gives sales and service teams a complete
view (they can see if an order has been paid or if any invoices are overdue when talking to the
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customer) (Source: stacksync.com)(Source: stacksync.com). For example, an “Invoice Paid" field on

the Salesforce Order could be updated from NetSuite when the payment is applied. Business
impact: Better customer experience and cross-team efficiency, as finance data is visible to front-
office in read-only form (Source: stacksync.com).

5. Error Handling & Exceptions: If any part of the workflow fails — e.g., Salesforce tries to send an
order but NetSuite rejects it due to missing data or invalid field — the integration should capture that.
Perhaps a work item is created for an admin to resolve (like "Order #123 failed to sync to NetSuite
due to invalid SKU"). The workflow for exceptions typically involves notifying a human or queuing for
retry after correction. Real-world example: one company found that about 15% of orders initially had
errors due to missing fields and built data validation and pre-checks to reduce that to near O (Source:
stacksync.com)(Source: stacksync.com).

Now, let’s bring these to life with a real-world enterprise example:

Example - Manufacturing Company X's Integration: Company X is a manufacturing firm using
Salesforce Sales Cloud and NetSuite. Sales reps close deals in Salesforce, while the operations team
fulfills orders in NetSuite. Before integration, they had issues: sales had no visibility into inventory or
order status, manual order entry caused ~15% of orders to have errors, and order processing averaged 3
days (Source: stacksync.com)(Source: stacksync.com). After implementing a Salesforce-NetSuite

integration, their process is as follows:

e Automated Order Creation: When a rep marks an Opportunity as “Closed Won" in Salesforce, an
integration flow automatically triggers. It gathers the opportunity details and line items and creates
a Sales Order in NetSuite within seconds (Source: gurussolutions.com)(Source:

gurussolutions.com). The integration ensures the correct NetSuite customer record is linked

(creating one if needed) and populates all relevant fields (payment terms, shipping method, etc.)
based on Salesforce data. This automated Salesforce-to-NetSuite order sync “eliminates manual

order entry, accelerates fulfillment, and reduces errors.”(Source: stacksync.com)(Source:

stacksync.com) Indeed, Company X saw order entry errors drop dramatically once this was in place.

e Real-Time Inventory Updates: NetSuite continuously updates Salesforce with inventory
information. As soon as an order is processed or inventory otherwise changes, NetSuite's available
quantities for each product are synced. Now, when Salesforce reps add products to a quote or order,
they can see "In Stock” vs “Backorder” status that the integration updated. This prevents sales
from selling out-of-stock items and allows them to set proper expectations with customers
(Source: gurussolutions.com)(Source: gurussolutions.com). For Company X, this meant no more

surprise backorders — the sales team is always aware of inventory levels and can even see which
warehouse might fulfill the order.
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e Order Status Synchronization: Once fulfillment happens in NetSuite, the integration flow updates
Salesforce in near real-time. For example, if an order has shipped, NetSuite will mark the Sales Order
as fulfilled and generate an invoice. The integration catches this event (either via a scheduled check
or a NetSuite event script) and updates the Salesforce Order's status to “Fulfilled”, and even

writes back the tracking number and shipment date to custom fields (Source: gurussolutions.com)
(Source: gurussolutions.com). Sales and customer service reps at Company X can now see “Order
1001 — Status: Shipped on 2025-07-20, Tracking: UPS12345" right inside Salesforce. This 360-
degree visibility enables immediate answers to customer inquiries (Source: stacksync.com)(Source:

stacksync.com). In fact, after integration, Company X reported a 27% increase in customer
satisfaction scores, largely attributed to reps being able to give fast, accurate updates (Source:

stacksync.com)(Source: stacksync.com).

e Billing and Payment Visibility: The integration also syncs invoice and payment information. When
NetSuite marks an invoice paid, Salesforce gets an update (the Order record might have a field "Paid
= Yes" or a related Invoice object marked paid). Now, if a customer calls about their account, the
Salesforce user can see if the order is paid or if a balance is due, without transferring the call to
accounting. Company X's finance team also no longer has to send separate reports to sales -
everyone trusts the integrated data. This contributed to reclaiming many hours that were spent on
manual reconciliations and cross-checking systems (Source: stacksync.com)(Source:

stacksync.com).

Measured Results: After 6 months of running this integrated setup, Company X achieved impressive
results: Order processing time reduced by 72% (from 3 days down to <1 day on average) and order
errors decreased by 92%/ (Source: stacksync.com)(Source: stacksync.com). The sales team's

productivity went up (less time on admin work, more on selling), and the finance team saved ~15 hours a
week that they used to spend fixing discrepancies (Source: stacksync.com)(Source: stacksync.com).

Moreover, because quotes were now more accurate and processed faster, the company even saw a
modest increase in sales (they attributed a 12% sales increase partly to the improved process efficiency
and customer confidence) (Source: stacksync.com)(Source: stacksync.com). This example aligns with

industry findings that integrated CRM-ERP systems significantly speed up the order-to-cash cycle and
reduce costs (Source: stacksync.com)(Source: stacksync.com).

Another real-world example comes from a case study of an e-commerce manufacturer integrating
Salesforce Order Management (OMS) with NetSuite. They used Salesforce for online orders and
NetSuite for fulfillment. By integrating the two, they automated the flow of online orders from Salesforce
Commerce/OMS into NetSuite for fulfillment, and then back to Salesforce OMS for customer notifications.
The result was a seamless e-commerce order process: customers placing orders on the website
(Salesforce) would get fulfillment updates (shipping confirmation, etc.) in real-time as NetSuite
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processed the order (Source: royalcyber.com)(Source: royalcyber.com). This eliminated the previous lag
where online orders had to be manually exported and imported into NetSuite. The integration pattern was
similar to Company X's: an order sync flow and a fulfillment update flow.

In summary, the workflows typically involve a Salesforce - NetSuite push of sales data (customer,
order, etc.) and a NetSuite - Salesforce push of fulfillment and financial data, plus supporting syncs
like products and inventory. Real-world results consistently show faster order fulfillment times, fewer
errors, and improved cross-team visibility. When designing your integration workflows, map each step
(sales order creation, fulfillment, invoice, etc.) and decide how each will be detected and mirrored in the
other system. The success of the integration will depend on reliably moving data through these
workflows, which leads into ensuring proper data mapping, transformation, and overall orchestration, as
we discuss next.

7. Data Mapping, Transformation, and Orchestration Techniques

One of the most important technical tasks in integration is data mapping - aligning the data structures
of Salesforce and NetSuite — along with any necessary transformations (conversions, business rules)
and orchestrating multi-step processes. Here's how to approach it:

e Object Mapping (Entity Mapping): Identify which objects in Salesforce correspond to which
records in NetSuite. For order fulfillment integration, common mappings include: Salesforce Account
& NetSuite Customer (or sub-customer), Salesforce Contact < NetSuite Contact, Salesforce
Product (or Product2) < NetSuite /tem (Inventory Item/Service Item, etc.), Salesforce
Opportunity/Order < NetSuite Sales Order. Additionally, Salesforce Opportunity Products/Order
Products map to NetSuite Sales Order Line Items. Document these relationships clearly (Source:
stacksync.com). In some cases, it's many-to-one: e.g., a single Salesforce Opportunity might spawn

multiple NetSuite records (Sales Order, plus perhaps a Job or Project if using NetSuite projects).
Include those in the mapping if applicable. Also decide if any Salesforce custom objects or NetSuite
custom records are involved for custom business logic (for example, you might use a custom
“Subscription” object in Salesforce that maps to NetSuite Subscription records if using NetSuite
SuiteBilling).

e Field Mapping: For each pair of mapped objects, map the fields one-to-one or with appropriate
transformation. This involves listing out fields in Salesforce and the corresponding field in NetSuite.
Some are straightforward: e.g., Account Name - Customer Company Name, Opportunity Close
Date - Sales Order Expected Ship Date (if that makes sense), Opportunity Amount - Order
Total (or derive from line items), Product SKU - Item Item Name/Number. Others require
transformations: e.g., Salesforce picklist values to NetSuite list values. If Salesforce has an
Opportunity Stage “Closed Won" and NetSuite expects an Order Status of “Pending Fulfillment”, you
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map those values, possibly using a lookup or translation table in the integration. Another example:
State and Country Codes might differ between systems (CA vs California vs a internal ID in NetSuite
for the state). You'll implement transformations for those (some integration tools have built-in
functions for state codes, etc.). Currency and Date formats are another consideration — ensure that
if Salesforce is in USD and NetSuite in USD, the values align (if multi-currency, you might need to
convert currency codes or ensure the exchange rate handling is defined). Custom Fields: Often you
have custom fields like “Salesforce Order Type” to “NetSuite Order Form" or "Discount Code"” to a
custom field in NetSuite. Each needs mapping. Integration development typically involves configuring
these mappings in the tool or writing code to populate each NetSuite field with the right Salesforce
data (Source: stacksync.com).

¢ Transformation Rules: Not all data copies straight over; sometimes calculations or concatenations
are needed. For example, maybe Salesforce stores “First Name" and “Last Name” on Contact
separate, but NetSuite's customer record needs a single “Customer Name" field — you'd concatenate
them (with proper spacing). Or maybe NetSuite has a single “Shipping Address” text block, but
Salesforce has structured address fields — you combine them. If NetSuite requires a Tax Code on the
order, and Salesforce just has a checkbox “Taxable"”, your rule might be: if Taxable=true in Salesforce,
set NetSuite Tax Code = "TAX-US" (for example). These transformation rules can be implemented
with middleware mapping functions (like formulas) or in code within a RESTlet or Apex.

Another common transformation is ID/Key translation: Salesforce records have unique IDs (18-
character IDs) which are meaningless to NetSuite; NetSuite records have internal IDs (integer IDs)
meaningless to Salesforce. The integration must translate these. Approaches include storing the
external ID in the target system (e.g., when creating a NetSuite Customer from Salesforce Account,
set the Salesforce Account ID in NetSuite's "ExternallD” field or a custom field; NetSuite supports an
ExternallD on many records, which is very useful for upserts and lookups). Conversely, store the
NetSuite Internal ID in a Salesforce field (as mentioned, a custom field “NetSuite Customer ID" on
Account) (Source: trailhead.salesforce.com)(Source: trailhead.salesforce.com). This allows easy

lookup and avoids duplicates. If an Account comes through to be synced, integration can check if its
NetSuite ID field is filled; if yes, update that customer in NetSuite, if no, create a new one and then fill
it. Many integration platforms can cache or store ID mappings too. Using External IDs is an
orchestration technique as well: you can use an "upsert” operation by ExternallD (for example, Boomi
or MuleSoft can upsert a NetSuite record by specifying an external ID value from Salesforce).

e Orchestration Techniques: We touched on this earlier in architecture, but technically, orchestrating
means handling the sequence and dependencies. Some techniques include:

o Chained Flows: e.g., first run a customer sync, then an order sync. This could be done in a
single orchestration (first create/lookup customer, then create order referencing that customer)
(Source: stacksync.com)(Source: stacksync.com), or in separate flows triggered conditionally. If
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using middleware, you might have a parent flow that calls sub-processes or a single flow with
multiple steps. If coding, you'll just script it sequentially.

o Parallel vs Sequential: For efficiency, some steps can be parallel if independent, but many will
be sequential (you can't create an order before the customer, obviously). However, processing
multiple orders can be parallel if each order is independent — integration platforms might allow
multiple threads or parallel execution to speed up large data volumes (subject to concurrency
limits on NetSuite). If writing your own, you might batch some calls.

o Batching: If there are many records, you may batch them (e.g., send 10 orders in one payload to
NetSuite if using a RESTlet that supports a batch, or use NetSuite’'s addList SOAP operation
for multiple records). Batching reduces overhead but can complicate error pinpointing (one
failed record can cause the whole batch to fail unless handled). A technique is to process in
small batches to balance throughput vs. isolation of errors (Source: stacksync.com).

o Retries and Compensations: As part of orchestration, build logic to handle if a step fails. For
example, if customer creation fails due to duplicate, perhaps catch that error and instead lookup
the existing customer and proceed to order creation with that ID (this is a real scenario: two
Salesforce Accounts with same name might map to one NetSuite Customer; the integration can
decide to merge or always create separate sub-customers, etc., depending on rules). This is
orchestration logic that goes beyond straight mapping - it's implementing business rules for
data conflicts.

e Data Enrichment and Defaulting: Decide if any system should enrich or add default values during
integration. For instance, NetSuite might require a default value for “Location” on an order (which
warehouse). The integration can either decide a default (e.g., always “Main Warehouse" for
Salesforce orders unless specified) or fetch it from a config. Similarly, if Salesforce doesn’'t capture
“Payment Terms” but NetSuite needs it, you can default it to “Net 30" or the customer’s default
terms in NetSuite. Document these assumptions and implement them in the mapping logic.

o Example Mapping: Let's consider a sample subset: Salesforce Order vs NetSuite Sales Order:

o Order Number — Salesforce auto-numbers orders or uses Opportunity name as order reference
vs. NetSuite Sales Order number (which is auto-generated by NS). Usually, you let NetSuite
generate its Sales Order number and then update Salesforce with that. The mapping might be:
Salesforce "Order Name” or a custom field = NetSuite “TranID"” (order number) (Source:
gurussolutions.com).

o Account/Customer — Map Salesforce Account ID to NetSuite Customer internal ID. Use external
IDs or lookup by name if needed.
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o Bill To / Ship To — Salesforce might have multiple addresses on the Account; you must pick the
correct ones. Possibly indicated by fields on the Opportunity/Order (e.g., “Use Account's
Shipping Address” checkbox, or separate address fields on the Order object). Then map to
NetSuite's address sublist fields. Might need to split address lines or match country codes
(transformation likely needed for country codes, US vs USA etc.).

o Products/ltems - Ensure the Salesforce Product (SKU or product code) exactly matches
NetSuite's item lookup key. A best practice is to use a unique SKU code in both systems. Then
the integration can simply take the SKU from the Order line and find the corresponding NetSuite
Item (NetSuite can search by Item “ltem Name/Number"” which could be the SKU). Alternatively,
maintain a cross-reference table if naming differs. Once identified, you map quantity, price, and
any discounts. Salesforce might have line item discounts or total discount; NetSuite can handle
both but the integration must allocate them correctly (maybe as a discount item line in NetSuite).

o Terms, Shipping Method, etc. — Possibly these are picklists in Salesforce that correspond to list
records in NetSuite (like NetSuite has a list of shipping methods). The mapping might involve
translating "UPS Ground" (SF) to internal id of "UPS Ground” shipping item or carrier in NetSuite
(Source: stacksync.com). Often, part of integration setup is populating Salesforce picklists with

the same values as NetSuite to simplify mapping (e.g., have a picklist of NetSuite shipping
methods in Salesforce).

o Custom Order Fields — For example, “Salesforce Order Type = New vs Renewal” might map to a
NetSuite field or determine which NetSuite form to use. Or “Gift Message” in Salesforce might
map to NetSuite Order memo. Each field needs a mapping rule.

A recommended approach is to create a data mapping document or spreadsheet during integration
design, listing each field mapping and any transformation logic. This can be used to configure an iPaaS or
guide developers writing the integration.

As the Stacksync guide suggests, an early step is “Define object relationships and create field-level
mappings for each object pair, and establish data transformation rules.”(Source: stacksync.com) This

ensures no important data is overlooked and the team agrees on how data will appear in each system.

Orchestration Example: Suppose when an Opportunity is won, we need to do: 1) create Customer if
new, 2) create Sales Order, 3) create a Project record in NetSuite (if the deal was for a project-based
service). This is a custom orchestration — after creating the Sales Order, we might call a NetSuite RESTlet
to create a Project with that Sales Order linked, etc. The integration might need to wait until the Sales
Order is fully created (with an internal ID) before creating the Project. This could all happen within one
NetSuite RESTlet (multi-step script) or via multiple calls coordinated by the integration layer.
Orchestration is essentially the workflow logic of the integration — beyond single record CRUD, it is the
series of actions needed to achieve a business outcome.
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Data Quality and Master Data Alignment: A brief note — before mapping, ensure that reference data
(like Product lists, Price Books, Units of Measure, etc.) are aligned between systems. Sometimes you
need a one-time or ongoing sync of master data. For example, if NetSuite is the product master, you
might sync all products to Salesforce first. This prevents mapping issues (order integration will fail if
Salesforce has a product that NetSuite doesn't recognize). Good orchestration might mean scheduling
nightly syncs of such master data or performing an initial load.

Tooling for Mapping/Transformation: If using middleware, you'll use their mapping Ul or scripting. For
example, MuleSoft uses DataWeave, which can express transformations in a concise way (like mapping
JSON from Salesforce to NetSuite SOAP XML). Boomi has map shapes and scripting for custom
functions. Celigo integrator.io provides a GUI mapping with drop-downs for source and target fields, plus
the ability to add formulae or lookup tables. If coding directly, you'll be writing these transformations in
code (e.g., in SuiteScript or Apex, or a Node.js app). In a code approach, consider using a mapping
configuration (maybe a JSON or properties file that lists field mappings) so the logic isn't all hardcoded -
this can make maintenance easier when fields change.

Testing the Mapping: As part of integration development, test with varied data (e.g., an order with two
products, an order with a discount, an order with a new customer vs existing customer, etc.) to ensure
the mapping and orchestration handle all cases. Especially test error scenarios like missing required
fields — the integration should catch those and either apply a default or raise a meaningful error.

In summary, data mapping and transformation is the nuts-and-bolts work that makes the Salesforce
and NetSuite data compatible. Done well, it results in seamless data flow (e.g., a NetSuite order looks like
it was natively entered, even though it came from Salesforce, and vice versa). Orchestration ensures the
right things happen in the right order — for instance, you don't create an invoice before the order, or you
don't sync an order without its products being present. Leveraging tools and thoughtful design in this

area pays off by preventing integration errors and mismatches.

8. Error Handling, Retries, and Logging Best Practices

No integration is complete without a robust strategy for dealing with errors and exceptions. In an order
fulfillment integration, failures can have serious business impact (e.g., an order not reaching NetSuite
means it won't be fulfilled). Therefore, implementing comprehensive error handling, automatic retries,
and logging/auditing is critical:

e Centralized Logging: The integration should log each sync attempt (success or failure) in a place
that's accessible to administrators. This could be a dashboard provided by your integration
platform or custom logs. For example, if using Celigo or Boomi, they have integration dashboards
that show each flow run and any errors, often with the ability to inspect the data that failed. If
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building custom, you might log entries in a custom object in Salesforce (like an “Integration Log"
object) or in an external logging system (even a simple database or cloud log service). Key things to
log: timestamp, source system and record (e.g., "Opp ID 006xx attempted to sync"), target action
(e.g., "Create SalesOrder in NS"), and outcome (success or error with error details). Logging in
context helps troubleshoot if, say, one particular order isn't showing up in NetSuite — you can find the
error entry that might say “Failed to create SalesOrder for Opp 12345: Invalid item reference” and
then quickly resolve it. Ensure logs do not expose sensitive data unnecessarily, but capture enough
to diagnose issues.

e Error Notification & Monitoring: It's not enough to log; someone or something needs to be alerted.
Set up alert mechanisms for integration failures (Source: stacksync.com). Many iPaaS offer email

alerts or even Slack integration when a flow errors. If custom, consider sending an email from Apex
or SuiteScript when a critical failure occurs (though be careful not to spam on transient issues).
Another approach is to have a scheduled summary — e.g., a daily report of any unsynchronized
records. The team responsible for integration support should regularly monitor these channels.
Define SLAs: e.g., any order sync error should be addressed within X hours, because it might delay
an order. For high-volume, also monitor error rates — if suddenly many errors occur (maybe due to a
changed validation rule), that's something to quickly react to.

e Automatic Retries: Many integration errors are transient and can succeed on retry. Examples: a
NetSuite concurrency limit hit (429 Too Many Requests) or a temporary network timeout. Ideally, the
integration should automatically retry such errors after a brief wait. For instance, if NetSuite returns a
concurrency error or lock, the integration could wait 1 minute and try again, maybe up to 3 attempts.
Integration platforms often have this built-in or configurable. Celigo, for example, will automatically
retry certain “system outage” errors and you can also manually trigger retries from their
dashboard. Boomi allows configuring retry counts on shapes or using exception handling shapes to
loop back. If coding custom, you might implement a loop in Apex or SuiteScript: catch exception,
check if error message is e.g. “SSS_REQUEST_LIMIT_EXCEEDED" (NetSuite concurrency error)
(Source: docs.jitterbit.com) or a timeout, and if so, wait and retry. Be cautious with infinite loops -

have a max retry count to avoid stuck processes. Also, differentiate error types: fatal errors (like data
issues that need correction) should not be retried continuously without intervention; transient errors
(like timeouts) can be retried a few times.

e Idempotency and Duplicate Handling: If a retry does occur after a partial failure, ensure that
duplicate records are not created. For example, if an order creation request to NetSuite times out, it
might have actually succeeded on NetSuite side but the response never came back. A naive retry
would create a duplicate order. To handle this, design the integration to be idempotent where
possible. Use unique external IDs: e.g., include the Salesforce Order ID as an external reference in
the NetSuite order creation. If NetSuite sees a SalesOrder with ExternallD that already exists, it can
reject or return that record rather than create a new one (NetSuite's SOAP API has an upsert and also
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returns DUPLICATE_EXTERNAL_ID errors if you try to add with an existing external ID). In a RESTlet,
you can code it to check if an order with that Salesforce ID already exists and either update or skip.
This way, if a retry happens, it won't double-create. Another tactic is to have the integration maintain
a state (like mark in Salesforce that “sync in progress” and then “sync completed with NS ID X"). In
case of doubt, the integration on startup can check if an order is already synced before creating.

e Human-in-the-Loop for Data Errors: Some errors will be due to data issues that require human
correction — e.g., an order failed because the product code didn't exist in NetSuite. The integration
should log this clearly and perhaps even create a task or case for a person to address ("Add product
in NetSuite or correct the product mapping”). After correction, the record should be retried. On some
platforms (like Celigo), an ops user can manually click “retry” after fixing data (Source:
docs.celigo.com)(Source: docs.celigo.com). For custom flows, you might build a simple Ul in

Salesforce for an admin to re-push failed records once resolved.

¢ Transaction Management: Ensure that in multi-step orchestrations, if one step fails in the middle,
the integration doesn't leave things in an inconsistent state. For example, if you created the customer
then failed to create the order, you probably don't want to delete the customer (that might not be
safe either if other orders or existing data refer to it), but you do want to make sure on retry you don't
create a second customer. So your logic might mark that customer as created and reuse it on retry. In
some integration systems, you can have a transaction that rolls back if everything doesn’t succeed
(though across two different systems, true distributed transaction is not really available — you
manage via logic).

e Security and Error Detail: Be mindful not to expose sensitive info through error messages. Users or
logs might see them. For instance, an error from NetSuite might include a stack trace or internal IDs
— better to capture and sanitize if needed. But generally, error messages like “Invalid login" or
"Missing required field: Item” are safe and useful.

e Real-Time vs Batch Error Handling: In real-time flows (like triggered by a user action), you may
need immediate feedback. For example, if using Salesforce Apex callout when a user clicks “Sync to
NetSuite" and it fails, you might show an error message back to the user (“Order failed to send:
[error]. Admin has been notified."). In asynchronous flows, you can handle it later. So consider the
user experience — possibly add a checkbox “Sent to ERP" that remains unchecked on failure so the
user knows it didn't go, etc.

e Monitoring Tools: In addition to internal logs, leverage any monitoring possible: e.g., NetSuite's
SuiteTalk logs (NetSuite provides a web services usage log you can check for errors or high usage),
Salesforce integration logs (in Setup you can see API call usage and error details for API calls if they
hit Salesforce). These can serve as a backup to catch issues. For performance-related issues,
monitor things like APl consumption (so you can proactively increase limits or adjust schedules if
needed).
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e Continuous Improvement: Analyze the error logs periodically. If you see a pattern (e.g., orders from
a certain channel always fail due to a missing field), you can improve the integration or source data to
reduce those errors. Aim to make the integration as self-healing as possible. For example, one
integration team noticed many errors due to missing state abbreviations in Salesforce addresses, so
they implemented a lookup to auto-fill state codes, thereby preventing those errors altogether.

In practice, implementing these best practices dramatically improves reliability. For instance, one might
read that “Dashboards offer sophisticated self-service error handling and integration
summaries.”(Source: docs.celigo.com) — this refers to giving admins tools to resolve errors on their own

without needing a developer, which is ideal. Another note from Celigo’'s guidance: they allow you to
assign errors, tag them, and batch resolve or retry(Source: docs.celigo.com)(Source:

docs.celigo.com), which shows how operationalizing error handling can be.

From an example standpoint: Suppose an order sync failed because NetSuite threw a “Customer not
found” error (maybe the account wasn't synced). The integration, upon catching this, could automatically
invoke the customer sync and then retry the order — a smart retry. If that's not implemented, at least it
logs “Customer missing, please sync customer first” and doesn’t mark the order as complete. The admin
sees the error, triggers a customer sync, then retries order. Building such dependency handling is part of
error-handling strategy.

Finally, test error scenarios as part of UAT: e.g., deliberately try to sync an order with a non-existent
product to see how the error propagates and is handled, ensuring it's user-friendly and actionable.

In essence, error handling in integration is about expecting the unexpected and making sure a hiccup
doesn’t become a lost order or an angry customer without anyone knowing. Retries keep the integration
resilient to transient issues. Logging and alerting ensure visibility so issues can be fixed promptly. With
these in place, your integration can be considered enterprise-grade and reliable.

9. Authentication and Security for Integration (OAuth, Tokens, IP
Whitelisting)

Handling authentication securely is a vital aspect of integrating Salesforce and NetSuite. Both systems
have strong security frameworks, and the integration must align with them to protect data. Here are best
practices and options:

e NetSuite Authentication (Token-Based and OAuth): NetSuite supports a mechanism called
Token-Based Authentication (TBA), which is essentially an implementation of OAuth 1.0a. Instead
of using a username and password for API calls (which was the old approach), TBA uses a consumer
key/secret and a token ID/secret. This allows APl access without exposing user credentials and can
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be limited in scope. It's recommended to create a dedicated “Integration Role” in NetSuite with
minimal permissions (e.g., only those needed to create orders, read items, etc.), and then generate a
token for that role (Source: trailhead.salesforce.com)(Source: frailhead.salesforce.com). The

integration (whether middleware or custom code) will then sign each request with that token.
Oracle's documentation emphasizes that “TBA enables client applications to use a token to access
NetSuite through APIs, without... storing user credentials.”(Source: docs.oracle.com) This is

important for security (passwords can expire or be compromised, tokens can be individually revoked
without affecting user logins). Starting 2019+, NetSuite also introduced OAuth 2.0 support
(particularly for their REST APl and some aspects of SOAP via a mechanism called TBA OAuth 2.0).
But OAuth 1.0 token-based is still widely used for SuiteTalk SOAP and RESTIets.

Implementation: If using an integration platform, you typically enter the NetSuite account ID,
consumer key/secret, token ID/secret — the platform handles the rest. If coding, you must generate
an OAuth signature header for each request (there are libraries available for this in many languages
since it's a standard OAuth1 signing). The NetSuite Help Center and community provide guides on

setting up TBA (Source: trailhead.salesforce.com)(Source: trailhead.salesforce.com). For example,
one must enable TBA in NetSuite, create an Integration record (which gives the consumer keys), then
create an Access Token for a specific user+role (Source: trailhead.salesforce.com)(Source:

trailhead.salesforce.com). The result is four pieces: Account ID, Consumer Key, Consumer Secret,

Token ID, Token Secret — which the integration uses. Ensure these credentials are stored securely
(never hard-coded in plain text; use encrypted storage or platform’s credential vaults).

NetSuite's SOAP service also now (from 2020.2 onward) disallows the old practice of sending
credentials in the SOAP header for new integrations (Source: docs.oracle.com) — token auth is the

way to go. RESTlets can accept OAuth1 header or OAuth2 (as of 2021, cannot use NLAuth with user
credentials for new scripts) (Source: docs.oracle.com). All this means that for a new integration

project, you will almost certainly use token-based auth.

Additionally, NetSuite allows IP whitelisting on roles (and on integration records optionally). If your
integration will always come from a known server or cloud IP range (like Boomi's cloud or your
corporate server), you can restrict the integration user role to only allow login via token from those
IPs. This can prevent abuse of a leaked token (someone from an unauthorized network couldn’t use
it). In practice, token auth in NetSuite is very secure since it uses HMAC with the token secret — but
adding IP restrictions is an extra layer. This might be tricky if using a multi-tenant iPaaS with
changing IPs, so evaluate accordingly. NetSuite also supports two-factor auth (2FA) for interactive
logins; tokens bypass 2FA (which is their purpose, since you can't 2FA a machine process).
Therefore, you might enforce that normal users have 2FA but the integration role uses token auth
only.
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o Salesforce Authentication: Salesforce offers OAuth 2.0 for API access. The recommended method
is to create a Connected App in Salesforce, which provides a consumer key and secret, and use an
OAuth flow to obtain an access token. For server-to-server integration (like NetSuite calling
Salesforce, or middleware), the JWT Bearer Token flow or OAuth 2.0 Client Credentials (if
enabled) is ideal. The JWT flow involves creating a certificate, configuring the connected app, and
then your integration can obtain tokens without a human user by using the certificate to sign a JWT
(Salesforce trusts the connected app, and issues an access token for a specific integration user)
(Source: help.salesforce.com). Alternatively, you can use the Username-Password OAuth flow

where the integration holds a username, password, and security token and Salesforce returns an
access token (this is simpler but less secure, since it involves storing a password; it's generally not
recommended unless other flows are not possible, and requires the user's password to not change or
get locked out). Another approach if using a middleware like MuleSoft is OAuth 2.0 Client
Credentials (Salesforce introduced this for first-party scenarios) or simply the platform’s connection
management where you login once and it refreshes tokens as needed. If using Apex callouts from
Salesforce to NetSuite, you'll actually be on the other side - in that case, the Apex callout needs to
include NetSuite token in the header (Salesforce named credentials can securely store that and
handle OAuth1 header generation if you implement a custom Auth provider, or you hand-craft the
header as shown in that StackOverflow example with NLAuth — though NLAuth (user/pass) is not
recommended, token is better).

User Integration Account: It is advisable to have a dedicated Salesforce Integration User (with an
"APl Only" profile perhaps) that the integration uses for API calls. That way, you can track in
Salesforce logs which changes came from integration (they'll show as done by that user). Give it
least privileges needed (e.g., access to Orders, Accounts, etc., no access to objects not needed).
This user will be tied to the connected app’s token.

IP Policies: Salesforce allows setting IP ranges on profiles — for an integration user, you might or
might not use this. If the integration runs from dynamic cloud IPs, you can't easily whitelist. If it's
from your own server, you can. Additionally, for connected apps, you can enforce that the refresh
token or access token can only be used from certain IPs (this is an advanced setting). Many orgs
choose to relax IP restrictions but use the security token for API logins — but with OAuth, the
concept of a security token is not used, instead the connected app policies apply. Using OAuth
tokens avoids storing a raw password and also avoids password expiry issues.

Certificates & Secrets: If using JWT OAuth flow, securely store the private key. If using a connected
app client secret (for web server flow or username-password), treat that like a password. Integration
platforms often provide a secure way to store these. For example, MuleSoft has secure properties,
Boomi has environment secure parameters.
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e Encryption: Ensure that all traffic is encrypted (which it is by default when using HTTPS endpoints
for Salesforce and NetSuite). For internal logging, avoid logging full payloads with sensitive personal
data unless necessary, and if so, protect those logs.

e Principle of Least Privilege: The integration roles/users on both sides should have only the
permissions required. For NetSuite, you might start by cloning an existing role like “Integration Web
Services"” and then remove rights not needed, or build one from scratch. For instance, to create sales
orders, the role needs Customers = Full (to read/possibly create), Sales Order = Full (to create),
ltems = View (to read item data by SKU), etc. It likely doesn’t need Employee or Payroll permissions.
This way, even if the token is compromised, the damage is limited. On Salesforce side, if using an
API-only user, don't assign it a System Admin profile. Give it a custom profile that grants API access
to only required objects and fields. Maybe it doesn’t need to delete records, only insert/update, etc.
Both platforms also allow field-level security — if there are especially sensitive fields that the
integration doesn’t need, you can keep those out of reach.

e Audit Trails: Salesforce has field history tracking and NetSuite has the System Notes. Integration
updates will show up there (as being done by the integration user). Ensure these are turned on for
critical fields so you can trace back if an incorrect update happened - was it a user or the
integration? For high governance, Salesforce Shield's Event Monitoring could track API calls, and
NetSuite's logs can capture API calls too.

e Compliance: If your data is subject to regulations (GDPR, HIPAA, etc.), consider how integration
stores or transmits personal data. Typically, since it's within two systems you already use, it's fine,
but ensure any persisted data (like error logs containing personal info) are protected or purged
regularly. Also, if using sandbox/test environments, be careful with credentials — use separate tokens
for sandbox vs production, and don't accidentally push prod data into a test environment without

obfuscation if that's a policy.

o Example — NetSuite to Salesforce Call: If NetSuite needed to call into Salesforce (less common,
but suppose NetSuite, upon fulfilling an order, calls a Salesforce API to update status), NetSuite's
SuiteScript nttps module would use an OAuth 2.0 token or a saved integration user session. A
common approach is NetSuite making a REST call with the Salesforce access token in header. That
requires the integration to somehow get and refresh tokens — often better done by middleware, but
one could use a persistent refresh token stored in NetSuite settings. Using OAuth, that refresh token
is like a password to protect — store it encrypted in NetSuite custom record and secure it.

e Use Named Credentials in Salesforce (if Salesforce calling out): Salesforce has a feature Named
Credential which can store an endpoint URL and credentials securely. For example, you can set up a
Named Credential for NetSuite with an OAuth1.0 signer. As of recent updates, Salesforce can handle
OAuth 2.0 JWT as well in named creds (that's more for JWT to external). If you cannot use Named

Page 30 of 38


https://houseblend.io/?utm_source=pdf
https://houseblend.io/articles/salesforce-netsuite-order-integration-guide

m HOUSEBLEND A Technical Guide to Salesforce-NetSuite Order Integration

Credential (lack support for OAuth1 directly), you might store the token in a protected custom setting
or in Shield's encrypted custom field. Never expose these secrets in debug logs or email. The
StackOverflow code example we saw used NLAuth with plaintext (not secure for prod). The better is
to implement the token.

e |IP Whitelist and Network Security: Ensure the endpoints are correct (for NetSuite, use the
account-specific domain for SOAP/REST, which includes the data center and account ID, to avoid
MITM or wrong data center issues (Source: docs.oracle.com)). If using on-premises middleware,

open firewall ports only as needed. Use DNS records properly (some use dedicated integration
subdomains etc., but not usually for these SaaS since you just use their domains).

e Revocation and Rotation: Periodically rotate integration credentials (maybe generate a new
NetSuite token every year, etc.) and immediately revoke tokens if a suspicious activity or if someone
who knew them leaves. In NetSuite, an admin can invalidate a token or disable the integration record.
In Salesforce, you can revoke a connected app's tokens from the user’s profile or via the connected
app page (or just change the integration user’'s password if using that method, which invalidates
sessions).

Adhering to these practices ensures that the integration does not become a security weak link. For
instance, using token auth in NetSuite avoids storing a sensitive user password and is the recommended
way according to NetSuite guides (Source: docs.oracle.com). And using OAuth for Salesforce ensures

you can scope the access and revoke as needed without impacting an interactive user.

In summary: Use Token-Based Auth for NetSuite and OAuth 2.0 for Salesforce — these are modern,
secure methods. Lock down the integration accounts’ permissions and, where possible, restrict IP
ranges. Keep credentials out of code (use secure storage). And treat the integration with the same
security rigor as any system component, because it has access to critical business data.

10. Performance Tuning and Scalability Strategies

As your Salesforce-NetSuite integration grows (in data volume or complexity), performance and
scalability become key. Poorly tuned integrations can become bottlenecks or even break under load (e.g.,
hitting NetSuite's concurrency limits or Salesforce’s API limits). Here are strategies to ensure smooth
scaling:

o Efficient Data Transfer (Batch vs Real-Time): As mentioned earlier, use batch processing for
large volumes of data that don’t need instant synchronization (Source: stacksync.com)(Source:

stacksync.com). For example, if you have to sync 10,000 product records or historical orders, doing it
in one big batch (or staged batches) during off-peak hours is better than 10,000 individual calls at

noon. Salesforce Bulk API can upload many records in batches of 2000, which is much faster than
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one-at-a-time. NetSuite SOAP has addList, updateList oOperations that allow sending an array of
up to 25 records per call, which can improve throughput (though each still counts as separate
records for governance). Similarly, if initial loads or nightly syncs are needed (like sync all open
invoices each night), design those as batch jobs.

e Asynchronous Processing: Use asynchronous methods where appropriate (Source:
stacksync.com). For instance, if an order doesn’t need to be in NetSuite the exact second an

Opportunity closes, you could queue it and let a background job create it a few minutes later or in
bulk. This decouples the Salesforce user action from the integration, improving user experience (no
waiting on callouts). In Salesforce, one could use Platform Events or a scheduled Apex, rather than a
trigger doing callout synchronously. In NetSuite, one could use a scheduled script to send updates to
Salesforce rather than immediate after submit user event (to avoid adding transaction save latency).

e Respecting API Limits: Optimize API usage to respect platform limits(Source: stacksync.com)
(Source: stacksync.com). This means minimize the number of APl calls whenever possible.

Consolidate data: e.g., instead of making separate calls for each line item or each field, send them in
one structured request if possible. Leverage Salesforce's Composite API to group calls. Use filtering
to fetch only needed records instead of pulling everything. If querying Salesforce, use selective
queries (with proper where clauses and indexed fields) to avoid performance issues (especially if
pulling large data sets). On NetSuite side, use efficient search criteria or saved searches to fetch only
relevant records (NetSuite's SuiteQL or saved searches can get batches of data faster than retrieving
many individual records).

e Concurrency Management: NetSuite's unified concurrency limit (commonly 5 concurrent requests
for most accounts) is a critical factor (Source: docs.jitterbit.com)(Source: docs.jitterbit.com). If your

integration or multiple integrations exceed that, NetSuite will start throwing errors for the extra calls
("Exceeded Concurrent Request Limit"). Solutions:

o Serialize certain processes: If possible, avoid running multiple heavy requests at exactly the
same time. E.g., don't schedule two bulk syncs concurrently. Stagger schedules (one at 1:00 AM,
another at 1:30 AM).

o **Use NetSuite's SuiteCloud Plus licenses if needed: each license adds additional
concurrency capacity (as per NetSuite's formula, e.g., +5 for each license at Tier 2, +10 at Tier 1)
(Source: docs.jitterbit.com). High-volume sites often purchase some to ensure integrations don't

bottleneck.

o If using multiple integration users (with different roles), note that concurrency governance in
NetSuite is account-wide (not per user) — historically it was per user then per account, but now
it's unified per account (Source: docs.jitterbit.com). So adding more users doesn't increase 5
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limit, it just shifts which gets the error (exception: some internal NS processes are separate). So
usually one integration user is enough unless isolating different integration’s permissions.

o Catch concurrency errors and implement backoff retries (as discussed in error handling) -
e.g., if you hit the 5 limit, wait and try again after a few seconds. This prevents integration from
failing outright during peaks; it will queue itself slightly (Source: docs.jitterbit.com).

o If an integration platform supports it, you can configure a concurrency throttle (some connectors
allow setting “Max concurrent requests = N").

e Salesforce Limits: Salesforce has daily API call limits (e.g., 100k calls/day for Enterprise Edition,
higher for Unlimited or add-on packs). If your integration is chatty, you could hit this. Techniques: use
Bulk API for mass updates (Bulk API calls count differently, but you still have limits on batch jobs), or
use Streaming/Platform Events for some use cases to push data out of Salesforce without polling.
For example, rather than an external system polling Salesforce every 5 minutes for new orders, use a
Platform Event or outbound message from Salesforce to notify the integration — this reduces polling
calls. Monitor Salesforce's "APl Usage” in System Overview regularly. If nearing limits, consider
strategies like caching (don’'t request the same data repeatedly — e.g., cache product info instead of
querying each time for each line), and combining calls (like using composite Graph API to do related
record queries in one round trip).

¢ Scalability of Integration Infrastructure: If using an iPaaS, ensure your plan can handle the volume
(some charge by number of transactions or have throughput limits). If using self-hosted middleware
or microservices, ensure they can scale horizontally — e.g., run multiple instances behind a queue.
Scalability planning might involve load testing — simulate a spike (like 100 orders at once) and see
how the integration performs. Identify bottlenecks: it could be NetSuite processing time (NetSuite
can handle a fair number of transactions but large writes might slow down), or Salesforce (which
might lock records if multiple threads try to update same record). For high throughput, design the
integration to avoid contention (maybe partition data if possible — e.g., if multiple streams, ensure
they operate on independent sets of data to avoid collisions).

e Performance Tuning in NetSuite and Salesforce: Sometimes, minor tweaks in the target system
can help. For example, a NetSuite User Event Script on Sales Order could slow down API inserts; if
possible, make such scripts not trigger for integration context or optimize them. In Salesforce, avoid
heavy triggers on the Order insert if you're going to insert many orders via integration — or bulkify
them properly. Essentially, be aware that the systems themselves have logic that can affect
integration speed.

¢ Consider Partial Updates: Often, you don't need to update all fields every time. For instance, if
syncing order status, you might just send a small payload (Order Id and Status) to Salesforce rather
than re-send all order fields. This reduces payload size and processing. Similarly, if only a few fields

Page 33 of 38


https://docs.jitterbit.com/integration-studio/design/connectors/netsuite/netsuite-troubleshooting/concurrency-governance/#:~:text=Recommended%20actions
https://houseblend.io/?utm_source=pdf
https://houseblend.io/articles/salesforce-netsuite-order-integration-guide

m HOUSEBLEND A Technical Guide to Salesforce-NetSuite Order Integration

changed, some APIs allow PATCH semantics (update only provided fields). Use those to cut down on
unnecessary load.

o Off-Peak Scheduling: Use off-peak windows for heavy jobs (Source: stacksync.com)(Source:

stacksync.com). NetSuite and Salesforce are multi-tenant; they tend to have more available

resources in late-night hours (also, fewer business users active to compete with). If you have a daily
full sync of something large, do it at 2 AM, not 2 PM. Both systems do maintenance in the wee hours
though, so check if any daily maintenance windows exist (Salesforce has daily org maintenance
sometimes around early morning which could cause brief APl slowness; NetSuite has batch
processes often after midnight local data center time).

e Monitoring and Scaling Proactively: Monitor throughput and latency of integration transactions. If
you notice the order sync which used to take 1 minute now takes 10, investigate where the delay is
(maybe queue backups, or an external dependency?). Integration platforms might have metrics; or
you can instrument your custom code to log timing. If volume is expected to double, test if the
current setup can handle it or if you need to increase any resources or change approach. For
example, if currently each order is processed sequentially and you start getting backlogged, you
might redesign to allow 2 or 3 parallel threads (ensuring NetSuite concurrency is still not exceeded).

e Example Gains: In practice, applying these strategies vyields significant improvements. In earlier
example of Company X, by automating and batching where appropriate, they cut order processing
time massively (Source: stacksync.com) and eliminated delays. Another scenario: a company using

Boomi for batch invoice sync saw Salesforce API usage was too high because they were upserting
one line at a time — they changed to upsert all lines in one API call per invoice using the composite
API, reducing API calls by 90%. Another example from a blog: a certain integration had to incorporate
NetSuite SuiteBilling, but the standard connectors didn't support it, requiring a custom approach that
combined multiple API calls; through careful ordering and combining calls they managed to represent
a complex Salesforce Subscription to multiple NetSuite records with minimal overhead (Source:
hyperscayle.com)(Source: hyperscayle.com). The key was figuring out exactly which minimal calls

were necessary.

¢ Caching Reference Data: If possible, cache static reference data in memory to avoid repeated calls.
For instance, if an integration needs to frequently look up NetSuite Item internal IDs by SKU, it could
fetch the whole item list once and cache it (in memory or a local store) and reuse it for subsequent
transactions, updating periodically. Many iPaaS have a caching step or you can store in a temporary
document. But be cautious with cache staleness (update when data changes). For moderate sized
reference data (like few thousand products), this can save many lookups.

e Parallel Processing Consideration: If using parallel threads or separate integration processes (like
if you integrate customers and orders separately at same time), be mindful of race conditions (e.g.,
an order might arrive in NetSuite slightly before the customer if those flows run truly independently —
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usually solved by orchestrating or by handling the error if occurs as discussed). But parallelizing
independent flows (like product sync and order sync in parallel) is fine.

¢ NetSuite SuiteCloud Processors: If extremely high volume (hundreds of thousands of records),
NetSuite does have some asynchronous import options like the CSV Import API or their SuiteCloud
Development Network (SuiteTalk async APIs) — rarely needed for typical order volumes, but worth
noting if hitting limits.

In conclusion, to scale your integration: batch when you can, go async for non-critical timing,
optimize each call, avoid hitting known limits by design, and monitor continuously. With these, your
integration should handle increasing load without a hitch. As a result, the integrated systems can grow
with the business — whether it's doubling order volume during holiday season or expanding to new
regions (with more data).

Combining the strategies above ensures the integration remains performant and reliable at scale,
thereby maintaining the quick order fulfillment times and data accuracy that were the goals from the
start.
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About Houseblend

HouseBlend.io is a specialist NetSuite™ consultancy built for organizations that want ERP and integration projects
to accelerate growth—not slow it down. Founded in Montréal in 2019, the firm has become a trusted partner for
venture-backed scale-ups and global mid-market enterprises that rely on mission-critical data flows across
commerce, finance and operations. HouseBlend's mandate is simple: blend proven business process design with
deep technical execution so that clients unlock the full potential of NetSuite while maintaining the agility that first
made them successful.

Much of that momentum comes from founder and Managing Partner Nicolas Bean, a former Olympic-level athlete
and 15-year NetSuite veteran. Bean holds a bachelor’s degree in Industrial Engineering from Ecole Polytechnique
de Montréal and is triple-certified as a NetSuite ERP Consultant, Administrator and SuiteAnalytics User. His
résumé includes four end-to-end corporate turnarounds—two of them M&A exits—giving him a rare ability to
translate boardroom strategy into line-of-business realities. Clients frequently cite his direct, “coach-style”
leadership for keeping programs on time, on budget and firmly aligned to ROI.

End-to-end NetSuite delivery. HouseBlend's core practice covers the full ERP life-cycle: readiness assessments,
Solution Design Documents, agile implementation sprints, remediation of legacy customisations, data migration,
user training and post-go-live hyper-care. Integration work is conducted by in-house developers certified on
SuiteScript, SuiteTalk and RESTlets, ensuring that Shopify, Amazon, Salesforce, HubSpot and more than 100 other
SaaS endpoints exchange data with NetSuite in real time. The goal is a single source of truth that collapses
manual reconciliation and unlocks enterprise-wide analytics.

Managed Application Services (MAS). Once live, clients can outsource day-to-day NetSuite and Celigo®
administration to HouseBlend's MAS pod. The service delivers proactive monitoring, release-cycle regression
testing, dashboard and report tuning, and 24 x 5 functional support—at a predictable monthly rate. By combining
fractional architects with on-demand developers, MAS gives CFOs a scalable alternative to hiring an internal team,
while guaranteeing that new NetSuite features (e.g., OAuth 2.0, Al-driven insights) are adopted securely and on
schedule.

Vertical focus on digital-first brands. Although HouseBlend is platform-agnostic, the firm has carved out a
reputation among e-commerce operators who run omnichannel storefronts on Shopify, BigCommerce or Amazon
FBA. For these clients, the team frequently layers Celigo’s iPaaS connectors onto NetSuite to automate fulfilment,
3PL inventory sync and revenue recognition—removing the swivel-chair work that throttles scale. An in-house
R&D group also publishes "blend recipes” via the company blog, sharing optimisation playbooks and KPIs that cut
time-to-value for repeatable use-cases.

Methodology and culture. Projects follow a "many touch-points, zero surprises” cadence: weekly executive
stand-ups, sprint demos every ten business days, and a living RAID log that keeps risk, assumptions, issues and
dependencies transparent to all stakeholders. Internally, consultants pursue ongoing certification tracks and pair
with senior architects in a deliberate mentorship model that sustains institutional knowledge. The result is a
delivery organisation that can flex from tactical quick-wins to multi-year transformation roadmaps without
compromising quality.
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Why it matters. In a market where ERP initiatives have historically been synonymous with cost overruns,
HouseBlend is reframing NetSuite as a growth asset. Whether preparing a VC-backed retailer for its next funding
round or rationalising processes after acquisition, the firm delivers the technical depth, operational discipline and
business empathy required to make complex integrations invisible—and powerful—for the people who depend on
them every day.

DISCLAIMER

This document is provided for informational purposes only. No representations or warranties are made regarding the
accuracy, completeness, or reliability of its contents. Any use of this information is at your own risk. Houseblend shall not be
liable for any damages arising from the use of this document. This content may include material generated with assistance
from artificial intelligence tools, which may contain errors or inaccuracies. Readers should verify critical information
independently. All product names, trademarks, and registered trademarks mentioned are property of their respective owners
and are used for identification purposes only. Use of these names does not imply endorsement. This document does not
constitute professional or legal advice. For specific guidance related to your needs, please consult qualified professionals.
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